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Governments, sometimes, appear to lack an adequate appreciation and understanding of the 
conditions that promote Counterintelligence as a vital pillar of security in state affairs. This may 
explain why this sector of the Intelligence domain, has not been approached as a holistic security 
aspect by state actors. Counterintelligence is an integral part of the Intelligence process, carried out 
by state Intelligence services or, even, by private corporations hired specially for this purpose. Its 
contribution to state security is vital, since it safeguards the political stability of a state, ensuring its 
perpetual functioning and internal security, and, also, affects the decision-making process of an 
adversarial state, through deception operations, that impact its political, economic and military 
affairs. This article explores the role of Counterintelligence, in a highly competitive and ambiguous 
global security environment, and analyses its contribution in the fields of Information and Intelligence 
collection, management and analysis, as well as the decision-making process of a state or an 
adversarial state.  

 
A. Counterintelligence definitions and theory 

The concept of Counterintelligence 

In the Intelligence world, the term Counterintelligence (CI) usually refers to covert activities or 
processes, undertaken by state Intelligence services, to protect state security and their Intelligence 
operations. It aims at identifying, mitigating or restricting the activities of domestic agents or foreign 
services that seek to obtain information or harm state security, and at identifying individuals, in its 
own security, Intelligence or government agencies, that attempt to undermine state security through 
their cooperation with foreign Intelligence services.1 Counterintelligence operations may involve 
state Intelligence organizations, internal security agencies,2 government departments or private 

 
Anastasios-Nikolaos Kanellopoulos holds a BA in Business Administration from Athens University of Economics and Business, a 
BA in Public Safety and Policing from Hellenic Police Academy and an MSc in International Relations, Strategy and Security from 
University Neapolis Pafos. He is also an EU certified Intelligence Risk Analyst from European Border and Coast Guard Agency 
(Frontex). His research interests lie in Intelligence, Security Studies and the application of Counterintelligence in National Security. 
1 Loch K. Johnson, Handbook of Intelligence Studies (London: Routledge, 2010), 229-230; Frederick L. Wettering, “Counterintelligence: 
The Broken Triad”, International Journal of Intelligence and Counterintelligence, 13:3 (2000), 265-300; Kaveh Moravej, “Critical Issues in 
Contemporary Counterintelligence”, UNISCI Discussion Papers, 2007, 54; James M. Olson, “The Ten Commandments of 
Counterintelligence”, Studies in Intelligence, 5:11 (2001), 81-87. 
2 Loch K. Johnson, The Oxford Handbook of National Security Intelligence (New York: Oxford University Press, 2010), 189-190. 
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institutions that are involved in security, intelligence, military and critical infrastructure activities that 
are, directly or indirectly, related to the national security of a state.3 

The Central Intelligence Agency (CIA) describes CI, as a broadly defined Intelligence activity that 
results in the protection of US National Security, against espionage, counterespionage, sabotage 
and subversive actions.4 In the same direction, the Federal Bureau of Investigation (FBI) defines CI 
as a procedure of protecting the secrets of the US Intelligence Community and the nation’s critical 
assets, countering the activities of foreign spies and keeping the American “weapons of mass 
destruction from falling into the wrong hands”.5 Another interesting approach comes from Lock 
Johnson, in his Handbook of Intelligence Studies, where it is described that “the objective of every 
counter-intelligence organization is to identify, penetrate and then control or neutralize its adversary”.  

Counterintelligence exists, both, as an operational tool and an analytical function.6 It concerns the 
field operation of CI Human Intelligence (HUMINT) networks,7 which, in combination with other 
operational activities, lead to the collection of necessary Intelligence.8 This material is managed and 
analyzed by specialized Intelligence officers, who are responsible for producing state security risk 
estimates that seek to detect any security anomalies regarding internal security.9 This extremely 
sensitive activity produces warning signals, regarding potential security gaps in state Intelligence 
agencies and government departments.10  

In order to understand the CI’s value, both, as an operational tool and an analytical process in the 
Intelligence Community, it must be correlated with the Intelligence Cycle. In addition, it is useful to 
examine the difference between Information and Intelligence in order to determine their contribution 
and role in the Intelligence process.   

Information and Intelligence 

It is important to determine and have a clear view on the relation between Information and 
Intelligence. The difference between the two terms significantly affects analytical methods and the 
handling of Intelligence products.11 The concept of “Information” describes material that is gathered 
through primary collection procedures from the tactical and operational environment.12 The tactical 
Intelligence environment refers to specific operational planning and actions, such as HUMINT 

 
3 Carl Jensen, David McElreath and Melissa Graves, Introduction to Intelligence Studies (New York: Routledge, 2018), 209-210; 
Jennifer E. Sims and Burton Gerber (eds), Vaults, Mirrors, and Masks: Rediscovering U.S. Counterintelligence (Washington, DC: 
Georgetown University Press, 2009), 149-152; Central Intelligence Agency (CIA), Secret, “Definition of Counterintelligence for NSCID 
5”, 30 July 1957, https://www.cia.gov/readingroom/docs/CIA-RDP85S00362R000600160015-2.pdf. 
4 Olson, “Ten Commandments”. 
5 FBI, “Counterintelligence”, https://www.fbi.gov/investigate/counterintelligence. 
6 Blake W. Mobley, Terrorism and Counterintelligence (New York: Columbia University Press, 2012), 8. 
7 HUMINT refers to the collection of Intelligence by means of interpersonal contact. 
8 Hank Prunckun, Counterintelligence Theory and Practice (London: Rowman & Littlefield, 2019), 41-42; Michael R. Ronczkowski, 
Terrorism and Organized Hate Crime: Intelligence Gathering, Analysis and Investigations (Washington, DC: CRC Press, 2004), 91-95; 
Godfrey Garner and Patrick McGlynn, Intelligence Analysis Fundamentals (London: CRC Press, 2019), 126-128; Seumas Miller, Mitt 
Regan and Patrick F. Walsh (eds), National Security Intelligence and Ethics (London and New York: Routledge, 2022), 63-88. 
9 Ronczkowski, Terrorism and Organized Hate Crime, 108-113; Garner and McGlynn, Intelligence Analysis Fundamentals, 1-11; Karl 
Spielmann, “Strengthening Intelligence Threat Analysis”, International Journal of Intelligence and Counterintelligence, 25:1 (2012), 19-
43. 
10 Mark M. Lowenthal, Intelligence: From Secrets to Policy (Washington, DC: CQ Press, 2009); Prunckun, Counterintelligence Theory 
and Practice, 46; Kevin Riehle, “A Counterintelligence Analysis Typology”, American Intelligence Journal, 32:1 (2015), 55-60. 
11 Guy Duczynski and Charles Knight, “Strategic-Intelligence Analysis: Contributions from an Operational-Design Orientation”, Journal of 
Information Warfare, 17:1 (2018), 16-30. 
12 United Nations Office on Drugs and Crime (UNODC), Criminal Intelligence Manual for Analysts (New York: United Nations, 2011), 1-
8, https://www.unodc.org/documents/organized-crime/Law-Enforcement/Criminal_Intelligence_for_Analysts.pdf. 
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Information collection from a specific subject, while the operational Intelligence environment includes 
multiple small actions aimed at meeting the needs of a wider operation, such as dealing with an 
active spy network. Information could be collected from, both, open and closed sources, which are 
managed according to their classification and the procedure of collection.13 A closed source is one 
that provides Information or Intelligence through classified procedures or the material itself has a 
specific classification, both, in terms of handling by specific employees and of sharing with other 
services and agencies.14  Thus, incoming material may be processed and utilized accordingly; 
however, its further sharing may be subject to certain additional classification or handling 
restrictions.15 The United Nations Office on Drugs and Crime (UNODC) describes Information as 
“knowledge in raw form” that can be used in order to compose Intelligence.16 

On the contrary, the concept of “Intelligence” refers to material that has been formulated, following 
the collection and processing of one or more pieces of Information.17 The form and methodology of 
processing this Information is predetermined in the manuals of the Intelligence services. 18 
Intelligence may contain, on a case-by-case basis, Information from open and closed sources, 
combining and assessing similar Information from many different providers and collaborating 
services.19 The UNODC defines Intelligence as Information that “is capable of being understood, has 
added value and has been evaluated in context to its source and reliability”.20 

Therefore, Information and Intelligence are interrelated factors that support the analytical process, 
on a different basis. Information is the cornerstone of the analytical products for an Intelligence 
service. Its effective collection is the foundation for the successful operation of an Intelligence 
service, as it is the “fuel” for Intelligence analysis and counteraction. The collection of Information is 
accomplished with procedures that are related to the role of an Intelligence service and support its 
objectives and mandates. Intelligence, on the contrary, is the continuation of the Information 
collection process that results out of its processing, forming the basis for the analytical products 
produced by the relevant Intelligence department. Intelligence is the outcome of an analytical 
process, which interprets the facts in order to offer the decision-makers with the necessary input to 
manage and utilize it.21 So, Intelligence is a key tool that supports state executives make the right 
policy decisions. For this reason, their value and need for correctness is decisive, as they can 
significantly determine the course of operational and strategic developments. 

 

 
13 Johnson, The Oxford Handbook, 61-81. 
14 UNODC, UNSC CTED, Interpol, “The Protection of Critical Infrastructures against Terrorist Attacks: Compendium of Good Practices”, 
2018, 95-106, 
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/compendium_of_good_practi
ces_eng.pdf. 
15 Miller, Regan and Walsh (eds), National Security Intelligence and Ethics, 123-138; Julian Richards, “Intelligence Sharing in Remote 
Warfare”, E-International Relations, 2021, https://www.e-ir.info/2021/02/17/intelligence-sharing-in-remote-warfare/. 
16 UNODC, Criminal Intelligence Manual for Analysts, 1. 
17 Johnson, The Oxford Handbook, 43-58. 
18 Roberto Mugavero, Federico Benolli and Valentina Sabato, “Challenges of Multi-Source Data and Information New Era”, Journal of 
Information Privacy and Security, 11:4 (2015), 230-242. 
19 Lowenthal, Intelligence, 2; Michael Herman, Intelligence Power in Peace and War (Cambridge: Cambridge University Press, 1996), 
61-81. 
20 UNODC, Criminal Intelligence Manual for Analysts, 1. 
21 Arthur S. Hulnick, “Briefing the Presidents”, International Journal of Intelligence and Counterintelligence, 30:1 (2016), 186-189; Ohad 
Leslau, “The Effect of Intelligence on the Decision-making Process”, International Journal of Intelligence and Counterintelligence, 23:3 
(2010), 426-448. 
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Information and Intelligence classification 

Incoming Information as well as Intelligence, have specific handling and sharing classification. This 
is a common procedure in the security and Intelligence services of states and international 
organizations, adopted through specially designed handling regulations. The necessity derived from 
the fact that, the collection and management of large volumes of incoming material from different 
sources, each of them having a different value, need different attention and handling. In addition, the 
procedure is used to protect sensitive material, the accidental disclosure or intentional leak of which 
could significantly harm state security and national interests. A similar ranking process is, also, used, 
on a case-by-case basis, by private companies and organizations, which manage sensitive material 
whose disclosure could harm their financial and corporate interests. 

The initial use of an Intelligence classification system was recorded before the outbreak of World 
War II in 1939. British Royal Navy Intelligence officers, to cope with the huge volume of incoming 
Information and Intelligence, implemented, for the first time, a simple system of classification. The 
process they set up, led to the classification of the Information depending on the source, the purpose, 
as well as the personnel who were authorized to handle it.22 

Classification depends on the value of the collected Information and its source, to the extent that a 
potential leak or disclosure could cause severe problems or damage in the national security of a 
state or the credibility of a collective organization.23 In this way, the Information is classified upon its 
entry into the Intelligence mechanism, according to internal operating regulations,24 and is made 
available only to officers and executives who possess suitable security clearance. The degree of 
Information handling as well as the recipients of consequent Intelligence, depend on their 
administrative rank and their position in the Intelligence organization, the special knowledge they 
have or the years of experience in handling sensitive Information.25 

The main levels of Information and Intelligence classification are «Unrestricted», «Confidential», 
«Secret» and «Top Secret». These levels of classification refer to the damage created by the 
leakage or disclosure of classified material, in terms of Intelligence service or state security. The 
interdependence between Information and Intelligence, indicates the paramount importance of 
proper management of incoming and outgoing material. This is, only, achieved through strict 
classification, which leads to their protection from malicious activities of foreign state services or non-
state actors that seek to acquire them. 

Intelligence Cycle and Intelligence agencies 

After clarifying the relationship between Information and Intelligence, as well as describing the 
process and the importance of information classification systems, it is necessary to describe the role 
of the Intelligence Cycle (IC) in the analytical process.26 The IC concerns the entire cycle of activities 
of an Intelligence service and is linked to all its distinct processes.27 It is related to the search and 

 
22 Ludo Block, “The origin of information grading systems”, Blockint, 20 January 2021, https://www.blockint.nl/methods/the-origin-of-
information-grading-systems/. 
23 Prunckun, Counterintelligence, 136-144. 
24 Jensen, McElreath and Graves, Introduction to Intelligence Studies, 216-217; Prunckun, Counterintelligence, 57. 
25 Abram Shulsky and Gary Schmitt, Silent Warfare: Understanding the World of Intelligence (Washington, DC: Potomac Books, 2002), 
99-104; Johnson, Handbook of Intelligence Studies, 244-246; Jamal Elmellas, “Knowledge is Power: The Evolution of Threat 
Intelligence”, Computer Fraud & Security, 7 (2016), 5-9. 
26 UNODC, Criminal Intelligence Manual for Analysts, 10-16. 
27 Teodor Octavian Tropotei, “Criticism Against the Intelligence Cycle”, Scientific Research and Education in the Air Force, 2018, 77-88. 
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collection of the necessary Ιnformation, which, after scrutiny and analysis, may be converted into 
Intelligence that is then used to produce analytical products that are disseminated to other agencies 
and the decision-makers.28 

The origin of the IC is found on a theoretical approach proposed by Sherman Kent in 1949. Based 
on his research, Intelligence refers to the aspects of knowledge, organization and activity, where the 
Intelligence Cycle includes seven separate phases. 29  Some organizations, as well as other 
academics, proposed deferent phases for the IC in relation to their strategic and operational needs, 
connecting the procedure to their internal administrative systems. The CIA describes the IC as a 
“process of developing raw information into finished intelligence for policymakers to use in decision-
making”30 while the Organization for Security and Cooperation in Europe (OSCE) provides six steps 
“used to transform raw data and information into value-added intelligence aimed for action”.31 The 
French Division of Intelligence and Fusion Center, approach the IC, as an Intelligence analysis 
production procedure “of developing raw information into finished intelligence for consumers, 
including policymakers, law enforcement executives, investigators, and patrol officers”, that is used 
in decision-making actions.32  The European Union Frontex define it as a “definable cycle that 
ensures the efficiency of law enforcement activities through a system of checks and balances”.33 At 
the academic level, the most interesting approach regarding the Intelligence Cycle, comes from Loch 
Johnson’s The Oxford Handbook of National Security Intelligence, where it is described as a complex 
process that “offers a useful analytic construct for understanding how the secret agencies gather, 
interpret and disseminate information”. 

The Intelligence Cycle is a task management tool for CI operations. Targeting, collecting, analyzing 
and reporting Information are integral parts of Counterintelligence. However, the management of 
evolving operations and the urgent need for immediate Information, often, leads to the operational 
adaptation of the IC model in order to meet the extraordinary requirements and priorities of the 
Counterintelligence sector. 

It is important to note that there has been intense academic debate, on the value of the Intelligence 
Cycle, and whether it is an outdated model of turnover management of Information activity, given 
that the operational environment is now highly dynamic and rapidly changing.34 It seems that the 
idea of the outdated model approach is not wrong, but it must be emphasized that the model 
continues to be useful in the Intelligence craftsmanship, although not for long. The rapidly changing 
and vast contemporary Information environment, where every aspect of Intelligence is challenged, 
creates security instability and the need for faster adaptation, especially in domains such as 
technology and social communication. The need of ultra-fast Intelligence management through 
Cyberspace and Artificial Intelligence (AI) technologies, in the coming years, and the necessity of 
effective decision-making in extremely limited time, will, most probably, revolutionize the IC 
processes. 

 
28 Colin Atkinson, “Mark Phythian (ed.), Understanding the Intelligence Cycle”, Intelligence and National Security, 31:2 (2015), 288-290. 
29 Sherman Kent, Strategic Intelligence for American World Policy (Princeton, NJ: Princeton University Press, 1949).  
30 “The Intelligence Cycle”, https://irp.fas.org/cia/product/facttell/intcycle.htm.  
31 Organization for Security and Co-operation in Europe (OSCE), OSCE Guidebook Intelligence-Led Policing, (Vienna: TNTD/SPMU 
Publication Series, 2017). 
32 Division of Intelligence and Fusion Center, “The Intelligence Production Cycle”, https://dps.iowa.gov/divisions/intelligence/intel-cycle.  
33 Frontex, Common Integrated Risk Analysis Model (Warsaw: Frontex 2012). 
34 Andrew Rathmell, “Towards Postmodern Intelligence”, Intelligence and National Security, 17:3 (2002), 87-104. 
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Counterintelligence theory: the operational and academic approaches 

Theoretically, Counterintelligence is a subject of interest for, both, former Intelligence officials as well 
as academic researchers in the context of International Relations Studies. Therefore, the present 
literature derives from the writings of former Intelligence personnel and the research work of 
reputable scholars and new researchers. A review of existing bibliography about Counterintelligence, 
indicates that there is no significant intensity in academic work production, in relation to other 
research subjects. In particular, the study of CI is contained, at the level of academic research, in 
the field of Intelligence, which is included in the discipline of Strategic Studies – International 
Relations. However, while the number of existing studies is relatively small, there are some 
remarkable efforts from academic and institutional personnel.  

The literature from former Intelligence executives, comes mainly from the United States and the 
United Kingdom. Most of the times, it offers an inside overview of government practices regarding 
FBI, CIA or MI6 operations. The writing efforts of Edward J. Epstein, Ron Kessler, John Ehrman and 
Michelle K. Van Cleave, focus on operational aspects and strategic views and, often, lack an 
academic and structured approach towards Counterintelligence.35  

Other publications cover a wider range of the CI domain, with a focus on decision-making and denial-
deception processes, such as the Jennifer Sims and Burton Gerber book Transforming US 
Intelligence. In the same direction, Loch K. Johnson, in his Handbook of Intelligence Studies, takes 
a comprehensive approach to the subject, focusing on historical aspects and emphasizing the ever-
growing value of Counterintelligence as a key pillar of Intelligence and state security.36 In addition, 
other academic publications offer diverse approaches to CI as part of the fight against economic and 
industrial espionage, as well as an Intelligence sector that is important, not only regarding the 
physical protection of information, persons and infrastructure, but also in detecting and neutralizing 
Intelligence threats.37 In essence, it is explained that CI includes a wide range of operational and 
tactical Intelligence action options, which can lead to the misinformation and deception of the 
opponent, leading to wrong strategic decisions. In this case, Counterintelligence is a key channel, 
regarding the flow of incorrect information to the opponent, utilizing its own executives.38 

 

B. Counterintelligence Applications 

 

As it was mentioned earlier, Counterintelligence, as a process, has three main objectives: protect 
Information collection and Intelligence operations; identify and deal with external or foreign activities 
that aim at harming state security; and identify internal threats from personnel that attempts to 

 
35 Cleveland Cram, “Of Moles and Molehunters: A Review of Counterintelligence Literature, 1977-92”, https://www.cia.gov/resources 
/csi/books-monographs/of-moles-and-molehunters-a-review-of-counterintelligence-literature-1977-92/; John Ehram, “Toward a Theory 
of CI”, Studies in Intelligence, 53:2 (2009), https://www.cia.gov/static/867934afc1db19abcfcc5ced4193b676/toward-a-theory-of-ci.pdf; 
Michelle Van Cleave, Counterintelligence and National Strategy (Washington, DC: School for National Security Executive Education/ 
National Defense University, 2007). 
36 Jennifer E. Sims and Burton Gerber (eds), Transforming U.S. Intelligence (Washington, DC: Georgetown University Press, 2005); 
Johnson, Handbook of Intelligence Studies. 
37 Prunckun, Counterintelligence. 
38 Robert M. Clark Robert and William M. Mitchell, Deception: Counterdeception and Counterintelligence (New York: SAGE, 2018). 
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undermine state security through cooperation with external entities. 39  Every component of CI 
activities, depends on Information and Intelligence that is processed through the Intelligence Cycle. 
The CI operational approach varies, depending on the strategic environment in which the Intelligence 
service operates.40 The strategic environment relates to qualitative aspects, which affect every 
country, that condition the operational culture of personnel in the Intelligence Community of each 
state. However, the theoretical norms of Counterintelligence have a common face in many of these 
agencies.41 

Information security 

The first critical task of a CI department is to protect and secure inside information and state 
secrets.42  During this process, CI officials are responsible for the establishment of appropriate 
procedures and security conditions, as well as taking the necessary actions in order to form 
intangible structures in the Intelligence Community and drastically reduce the chances of any 
disclosures or leaks.43 These security frameworks concern, both, the operation of a state and the 
credibility of the personnel that is involved in sensitive duties.44 Thus, it is necessary to set up special, 
internal security procedures, which can lead to the identification of security vulnerabilities regarding 
infrastructure or procedural gaps and individuals who may pose an “insider threat” for the Intelligence 
Community that may potentially cause the leak of information, sources and methods, or analytical 
material.45 

Concerning the physical infrastructures, in today's rapidly changing technological environment, CI 
officers must ensure that proactive cybersecurity measures are in place.46 In this case, the need for 
Cyber Counterintelligence arises. 47  This concept describes the process of taking measures to 
identify, manage and address the actions of foreign intelligence agencies and other actors, that use 
cutting-edge technologies and cyberspace to access security systems and processes in a targeted 
state.48 These foreign attempts seek to obtain Information or analytical material of any form and 

 
39 Sims and Gerber, Vaults, Mirrors and Masks, 104-112.; Office of the National Counterintelligence Executive (ONCIX), Fundamental 
Elements of the Counterintelligence Discipline (Washington, DC: ONCIX, 2006), 20-25; U.S.A. Department of the Army, 
Counterintelligence Investigative Procedures (Washington, DC: Headquarters Department of the Army, 2020), 6-10. 
40 Riehle, “A Counterintelligence Analysis Typology”. 
41 Sims and Gerber, Vaults, Mirrors and Masks, 129-130; Department of the Army, Counterintelligence Operations Field Manual 
(Washington, DC: Headquarters Department of the Army, 1972), 1-2; Michael D. Stouder and Scott Gallagher, “Crafting Operational 
Counterintelligence Strategy: A Guide for Managers”, International Journal of Intelligence and Counterintelligence, 26:3 (2013), 583-
596. 
42 Department of the Army, Counterintelligence Operations, 2-3.  
43 Moravej, “Critical Issues”, 56; Alguliyev Rasim et al., “Information Security as a National Security Component”, Information Security 
Journal: A Global Perspective, 30:1 (2020), 1-18. 
44 Wettering, “Counterintelligence”, 266; Department of the Army, Counterintelligence Investigative Procedures, 1-6. 
45 Sims and Gerber, Vaults, Mirrors and Masks, 112-115; Lisa A. Kramer and Richards J. Heuer “America's Increased Vulnerability to 
Insider Espionage”, International Journal of Intelligence and Counterintelligence, 20:1 (2007), 50-64; The National Counterintelligence 
and Security Center, Insider Threat Mitigation for U.S. Critical Infrastructure Entities: Guidelines from an Intelligence Perspective 
(Washington, DC: The National Counterintelligence and Security Center, 2021), 4. 
46 National Security Agency, “Network Infrastructure Security Guidance” June 2022, 8-10, 
https://media.defense.gov/2022/Jun/15/2003018261/-1/-1/0/CTR_NSA_NETWORK_INFRASTRUCTURE_SECURITY_GUIDE 
_20220615.PDF; Clark and Mitchell, Deception Counterdeception and Counterintelligence, 219-221. 
47 Troy Mattern et al., “Operational Levels of Cyber Intelligence”, International Journal of Intelligence and Counterintelligence, 27:4 
(2014), 702-719.  
48 Jeb Webb et al., “A Situation Awareness Model for Information Security Risk Management”, Computers & Security, 44 (2014), 1-15; 
The National Counterintelligence and Security Center, “Cyber Security”, https://www.dni.gov/index.php/ncsc-what-we-do/ncsc-cyber-
security; Duvenage and Solms, “Cyber Counterintelligence”. 
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nature, as well as cause damage to a state’s internal Information systems and to its security.49 This 
damage may concern, both, the inability of Information systems to operate for a specific period of 
time and the possibility of their partial or complete destruction.50 Thus, in the complex, contemporary 
security environment, there is an urgent need to pay attention and adapt to the rapidly growing and 
diverse threats in the Cyberspace. The continually growing strategic antagonism among global 
powers and geopolitical rivals, should be of particular concern to the Western Intelligence 
Community, considering the advanced technological capabilities of other powers in conducting 
offensive Intelligence operations through Cyberspace. 

Furthermore, special technological equipment and methods are necessary regarding the 
configuration of state networks for sending and receiving encrypted information between government 
agencies and services, in a way that safeguards its secure operation. 51  These technological 
applications can be procured, either from the market, utilizing existing technology and experience 
from private contractors, or can be developed internally, by specialized government personnel.52 In 
the case of technologically advanced countries, which have a long history of private or industrial 
Information Technology development, such as Israel, Taiwan, the United Kingdom and the United 
States, the protection of the Information security and the vulnerabilities of private companies 
becomes critical for state security.53 Likewise, significant efforts have been made in order to develop 
innovative Intelligence sharing and security programs, by private companies operating in the Arab 
Gulf and East Asia, which cannot go unnoticed.54 

It is also important to promote the establishment of alternative procedures, for the exchange of critical 
information, with methods outside the regular field of Cyberspace. This process exists and is applied 
in countries where the need for the exchange of sensitive Information and Intelligence products is 
founded on alternative means, since there is no adequate technological infrastructure for its safe 
dissemination. In this case, the sensitive material is transferred manually, rather than electronically, 
by specially trained agents. 

In addition, every Intelligence service formulates and implements procedures concerning rules for 
the classification of Information, and processes for the security clearance and accreditation of 
Intelligence personnel. The level of Information classification determines the degree of handling of 
specific security material by personnel in state security and Intelligence services.55 In this context, 
the agents and officials receive the appropriate handling security clearance through internal 

 
49 Denmark, Ministry of Finance, “Danish Cyber and Information Security Strategy”, 2018, 13-16, https://digst.dk/media/16943/danish_ 
cyber_and_information_security_strategy_pdfa.pdf; David Watson, “Honeynets: A Tool for Counterintelligence in Online Security”, 
Network Security, 1 (2007), 4-8. 
50 “European Cyber Defense: Strategies-Status quo 2018”, Deloitte, 2018, 13-17, https://www2.deloitte.com/content/dam/Deloitte/ 
de/Documents/risk/Deloitte-European-Cyber-Defense-Report-Part-1.pdf; Johan Sigholm and Martin Bang, “Towards Offensive Cyber 
Counterintelligence: Adopting a Target-Centric View on Advanced Persistent Threats”, European Intelligence and Security Informatics 
Conference, 2013, DOI 10.1109/EISIC.2013.37. 
51 National Security Agency, Network Infrastructure Security Guidance, 2-7; National Counterintelligence and Security Center, “National 
Counterintelligence Strategy of the United States of America 2020-2022”, 2020, 6, https://www.dni.gov/index.php/ncsc-features/2741-
the-national-counterintelligence-strategy-of-the-united-states-of-america-2020-2020; Wettering, “Counterintelligence”, 278-279. 
52 Department of Defense, Office of the Inspector General, “Acquisition Management of the Defense Counterintelligence Information 
System”, D-2002-046, 2002, 3-11; UNODC, UNSC CTED, Interpol, “The Protection of Critical Infrastructures”, 129-130. 
53 Duvenage and Solms, “Cyber Counterintelligence”. 
54 David Oman “Understanding Digital Intelligence: A British View” in Eugenie de Silva (ed.), National Security and Counterintelligence 
in the Era of Cyber Espionage (Hershey, PA: IGI Global, 2016), 97-121. 
55 Prunckun, Counterintelligence, 136-144. 
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procedures.56 This process is of the utmost importance for the protection of Information from people 
that should not have access to or should handle it in specific ways.57 

In order to ensure personnel credibility, specially designed internal control procedures are 
implemented.58 These procedures concern, both, the detailed background check of the so-called 
“profile” of the Intelligence candidate, before taking up Intelligence duties, and the periodic 
monitoring of his/her official and personal activities.59 The “profile” contains all the factors and 
activities of a person’s daily life and social status, that could affect his/her Intelligence duties.60 This 
detailed background check includes previous academic, professional and financial activity, family 
members, close friends and acquaintances, social relationships, personal habits, travel history, and 
any other Information that could lead to conclusions about the personality, the way of thinking and 
life perception of the Intelligence candidate.61 This initial Information, combined with the periodical 
monitoring of an agent’s performance and behavior, can contribute to the precautionary detection of 
security compromises and potential security threats.62 

Last but not least, beyond checking the reliability of personnel, proper procedures are adopted to 
ensure that critical Information does not leak out of state infrastructures. 63  In particular, it is 
necessary to install special software for monitoring the activity of technology tools operated by 
personnel in critical parts of the Intelligence Cycle, as well as to prohibit the use of their own 
technological equipment.64 Such programming tools can detect the irregular transfer of Information 
or files to mobile or other external storage media. Additionally, they can monitor the overall electronic 
activity of personnel, during their working day, through risk indicators, in order to detect any 
suspicious transfer of data and Information.65 

Detection of foreign service activity 

The second task of CI operations, concerns the detection of foreign Intelligence attempts to obtain 
Information or harm state security.66 One of the main objectives of foreign Intelligence services is to 
set up Information networks, with persons located within the targeted state, or with persons who 
have influence over the citizens of the state;67 the influence may be political, economic, social or 
cultural.68 These networks are used, either to extract critical Information and Intelligence that shapes 
policy decision-making, or to cause damage to state security.69 They are exploited in accordance to 

 
56 Jensen and McElreath and Graves, Introduction to Intelligence Studies, 216-217; Prunckun, Counterintelligence, 57. 
57 Shulsky and Schmitt, Silent Warfare, 99-104; Johnson, Handbook of Intelligence Studies, 244-246. 
58 Prunckun, Counterintelligence, 114-124; US, Interagency Security Committee, “The Risk Management Process for Federal Facilities: 
An Interagency Security Committee Standard”, 2013, 17-32, https://www.dhs.gov/sites/default/files/publications/ISC_Risk-Management-
Process_Aug_2013_0.pdf. 
59 Wettering, “Counterintelligence”, 270-274. 
60 Johnson, Handbook of Intelligence Studies, 238-240; Department of the Army, Counterintelligence Investigative Procedures, 40-44. 
61 Shulsky and Gary, Silent Warfare, 105-107; Miron Varouhakis, “An Institution-Level Theoretical Approach for Counterintelligence”, 
International Journal of Intelligence and Counterintelligence, 24:3 (2011), 494-509. 
62 Prunckun, Counterintelligence, 58 and 67-75; Garner and McGlynn, Intelligence Analysis Fundamentals, 1-11; Wayne Michael Hall 
and Gary Citrebaum, Intelligence Analysis: How to Think in Complex Environments (Oxford: ABC-CLIO LLC, 2010), 218-234. 
63 Johnson, Handbook of Intelligence Studies, 243-244. 
64 Wettering, “Counterintelligence”, 277-278.; Prunckun, Counterintelligence, 93-94 and 104-108. 
65 Duvenage and Solms, “Cyber Counterintelligence”. 
66 US, Marine Corps, Counterintelligence, 89-90. 
67 US, Department of the Army, Counterintelligence Operations, 4; Joseph Wippl, “Observations on Successful Espionage”, International 
Journal of Intelligence and Counterintelligence, 29:3 (2016), 585-596. 
68 Moravej, “Critical Issues in Contemporary Counterintelligence”, 59-60. 
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espionage tactics and methodologies, however, due to their secretive nature, they, also, have the 
capability for covert action.70 Potential recruits in the government or private sectors, usually play a 
vital role in the activities or the decision-making centers of the agencies they serve, and, often, have 
access to Intelligence material of high informational and analytical value, valuable to foreign 
Intelligence organizations.71 

In this way, the CI departments must undertake specific initiatives to detect foreign intelligence 
actions or agents that seek to penetrate the Intelligence and security organizations of a state in order 
to limit their action or exploit its vulnerabilities.72 The detection of foreign intrusions is carried out 
through the utilization of covert, internal, CI networks, that have been formed with the physical 
involvement of Intelligence agents73 or through the utilization of analytical methodologies offered by 
contemporary, cutting edge, technological means.74 

Internal CI networks are made up of selected individuals that, usually, play a formal or indirect role 
in the fields of state Intelligence and security.75 The identification and recruitment of these individuals 
is made on a case-by-case basis, and in relation to the value of Information they can provide, and is 
based on particular social or cultural characteristics. These individuals are in contact and in 
cooperation with CI officers, providing them with potentially useful CI Information and insight.76 This 
Information falls into the category of HUMINT and usually concerns cases of special handling;77 
meaning that their management requires specially trained CI personnel in order to ensure the 
security of the CI informers and the proper analysis of the collected CI Information. Likewise, through 
similar procedures, CI officers monitor, with electronic methods, the potential collection of 
Information from open and closed sources, in an effort to identify the activity of foreign Intelligence 
services. This process involves the utilization of Information provided by incoming classified 
documents in the service, resulting from Information exchange with other agencies, or the collection 
of Information in Open Source Intelligence (OSINT) operations.78 A main area of interest in OSINT 
operations, is Social Media Intelligence (SOCMINT) collection.79 The Information collection from 
social media, through the use of Intelligence-formed computer databases may lead to the 
identification of social network models. These models offer the possibility to develop operational 
actions in order to identify potential targets.80  

Following the detection of foreign Intelligence interference, physical and technological monitoring 
procedures are implemented, which aim at obtaining data on their involvement in espionage, their 
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72 US, Department of the Army, Counterintelligence Operations, 11-15. 
73 Johnson, Handbook of Intelligence Studies, 118-119.; US, Marine Corps, Counterintelligence, 32-33. 
74 Shulsky and Schmitt, Silent Warfare, 108-109; House of Commons, House of Lords, Joint Committee on the National Security 
Strategy, “The UK’s National Security Machinery”, 2021, 31-33; Moravej, “Critical Issues in Contemporary Counterintelligence”, 61. 
75 Johnson, The Oxford Handbook, 257-274. 
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80 Avner Barnea, “Big Data and Counterintelligence in Western Countries”, International Journal of Intelligence and Counterintelligence, 
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role, their affiliation to a country or a foreign service as well as the degree of their success at the 
time of detection.81 The malicious activities may relate to Information collection but also their direct 
involvement in operational actions, that aim at influencing and determining the social, political and 
economic behaviour in the targeted country. The degree of their penetration may be simple, having 
gained influence over low value personnel, or may have reached high-level officers and executives 
the role of whom is decisive for the perpetual and proper functioning of the targeted state.  

The degree of foreign involvement will significantly determine the operational procedures that will be 
followed, after their detection. These procedures are vital, as they could create an opportunity for 
the potential exploitation of the situation, in order to deceive the foreign agency, through the flow of 
incorrect or directed Information. This technique is often used by Intelligence services, as it can 
reverse, with relatively little waste of resources, the damage caused by foreign Intelligence activity. 
At the same time, action is directed against the foreign Intelligence service, which is now receiving 
incorrect or falsified information leading to the distortion of reality. This manipulation may lead to 
wrong actions and policies in the decision-making centers of the aggressor country.82 When the 
implication of foreign Intelligence executives is verified, their remote technological monitoring can be 
achieved through cutting-edge telephone communication interception and offensive Cyberspace 
operations.83 Thus, the nature and goals of adversarial activity and the degree or extent of foreign 
involvement in the internal affairs of the targeted country may be determined with greater accuracy. 
In addition, the Information network developed within the targeted country is more effectively 
identified, enabling the identification of any connections with domestic security or Intelligence 
officials.84 

Identification of internal sources of leakage 

The third task of CI activity, concerns the identification of government personnel or private 
contractors, that are employed by the targeted state in government departments or in critical 
infrastructure and have been covertly recruited, either, by foreign Intelligence services or by other 
actors, to cause Information leaks to a foreign state actor.85 These individuals, that have managed 
to pass their security clearance, are government employees, who are either “approached” by a 
foreign agent for the purpose of recruitment or volunteer on their own in order to obtain personal 
benefits.86  

The detection of people that are responsible for leaks is carried out through specialized CI networks 
and by constantly re-checking the “profile” and personal-social activities of high-profile state officials 
in important Intelligence positions.87 In this direction, beyond the periodical internal monitoring of 
Intelligence officials and personnel, the collection and analysis of Information from open sources 
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Journal of Intelligence and Counterintelligence, 34:4 (2021), 663-693. 
85 Wettering, “Counterintelligence”, 284-288; Prunckun, Counterintelligence, 188; Moravej, “Critical Issues”, 58. 
86 Alvin Coox, “L'affaire Lyushkov: Anatomy of a Defector”, Soviet Studies, 19:3 (1968), 405-420; US, Defense Science Board, 
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Security Intelligence and Ethics, 63-88. 



 
KANELLOPOULOS The Importance of Counterintelligence Culture              GSIN 5 • JUNE 2022 
  

BUCSIS • 14 YEARS OF SECURITY AND INTELLIGENCE ANALYSIS 
 

[13] 

and, especially, from social networks is considered valuable. 88  The interaction of government 
employees in their social environment, is a key factor in evaluating their potential engagement with 
agents of a foreign Intelligence service.89 This evaluation is performed, through the analysis of data 
that may lead to the identification of possible behavioral security abnormalities.90 There are several 
risk indicators that may help identify a potential “insider threat”.91 These are connected to the 
personal and social behaviour of Intelligence personnel, such as their daily life routine and possible 
financial and family problems.92 Another significant indicator involves the individual’s professional 
lifecycle and internal performance.93 Regularly, incidents of declining performance or poor ratings, 
when in the past the executive had an outstanding performance, is a “red flag” for potential anomalies 
in the professional career of an individual.94 

Countering internal “spies” is a double challenge for the CI sector. On the one hand, the Intelligence 
service must stop the leak by exploiting the framework of state criminal law and internal service 
regulations. In this case, the service may follow the formal administrative and legal procedures, 
depending on the country where the specific incident takes place. The employee is removed from 
his position and prosecuted. The advantages of this type of handling are that the “inside” person is 
immediately cut off from internal Intelligence business, removed immediately from the “handler” of 
the foreign service.95 This drastic cut is decided for security reasons and, very likely, will lead to the 
loss of contact with the foreign network and to a consequent inability to detect and avert, in the 
future, new Information operations by the foreign agency. 

On the other hand, the Intelligence service of the targeted state that identified an “inside threat”, may 
exploit its employee or official, either by promoting false and misleading information, or by engaging 
him, under the threat of long imprisonment, as a “double agent”.96 In this case, the handling must be 
very tactful and secretive to avoid endangering the life of its “asset”, as well as his/her social and 
family environment. The service clarifies to the individual the severity of the situation and recruits 
him/her for operational exploitation and the deception of the foreign Intelligence agency.97 The 
identified individual continues to have access to the flow of Information, with the difference that this 
sensitive material is now falsified or distorted, in a way that serves state interests.98 This process 
leads to the collection of inaccurate Information by the foreign service and can support, both, sort-
term and long-term regular and strategic surprise operations. In many historical cases this activity 
has paid off, leading to overwhelming victories and defeats respectively.99 An illustrative example, is 
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the case of US Army sergeant Joseph Cassidy, who served as a double agent, passing to Soviet 
Military Intelligence in 1959, false information about the American chemical warfare program. The 
deception was successful, as the Soviets spent great effort and resources in order to monitor a 
specific chemical weapon program that was severely misleading.100 The handling of such cases by 
competent CI officers, requires empirical discrimination, special operational training and the use of 
discreet measures to avert the possibility of exposure.101  

The operational culture of Intelligence and CI 

Counterintelligence concerns the area of internal screening and monitoring of activities of 
government Intelligence organizations and scrutinizes their operational activities in order to 
safeguard their security and secrecy.102 It is a necessary function that every security and Intelligence 
agency must integrate into its operational culture.103 Referring to the operational culture within the 
Intelligence Community, we mean a set of concepts and practices that create a distinct framework 
of daily intelligence business, that is implemented at each level of the Intelligence process, as a 
common code of values and operational functions.104 This culture shapes the sense of “right” and 
“wrong” and promotes the need, for the intelligence personnel, to support the smooth operation and 
security of the Intelligence Community, beyond the encountered daily difficulties and problems. The 
culture of Intelligence security is essential for the effective operation and survival of the Intelligence 
services and its diffusion to personnel behavior and performance must be based on a relation of 
trust and mutual understanding. In this way, the logic of detecting malicious activity and leaks is not 
only the task of Counterintelligence departments but is imperative for the officials and personnel of 
every public sector that relates, directly or indirectly, to National Security; that is, to safeguard the 
security of state operations under their jurisdiction. This practice is important, due to the fact that, 
often, the state need for the protection of National Security, is not accompanied by adequate 
technological means and human resources to monitor constantly all government employees in 
critical positions.105 

In this context, the Intelligence Community must employ suitable personnel, with special training in 
CI tactics and operations, and relevant expertise, to develop effective CI procedures, within the state 
structure, extending beyond the Intelligence sector to other sensitive departments relating to 
National Security. In order to organize and manage such a “sensitivity” to the wider public sector, it 
is necessary to train properly personnel and executives, and cultivate an operational Intelligence 
culture within state agencies over the physical or cyber security of public services and 
organizations.106 These executives, trained by the country’s Intelligence services, must be able to 
perceive the security risks in the operational environment in which they operate. In this regard, and 
through the use of appropriate administrative procedures and technical means, they must provide 
timely and valid Information warnings to CI officers.107 These, in turn, must maintain a constant 
contact with the executives of public agencies, in order to continuously provide them with guidance 
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and directions, aiming at achieving the effective coordination of the national Counterintelligence 
network.108 It is important to note that this CI operational culture, must be based on the constant 
monitoring of the rapidly changing security environment, while adapting to new and emerging 
technological developments that create new security threats as well as operational opportunities. 

In this direction, notable efforts are being made in western countries, such as Great Britain, Israel, 
France and Spain. Indicatively, as described in UK public documents, the Intelligence training 
process is inextricably linked to the role, that every public sector’s official has, in protecting and 
safeguarding National Security.109 Politicians, who assume positions of responsibility and carry the 
significant burden of making important political decisions, are not excluded from this process.110 As 
far as Israel is concerned, proper Intelligence training is, often, necessary to take on tasks related to 
serious National Security policy decisions.111 For this reason, former members of the security and 
military sectors, and the Intelligence services, are often promoted in the political establishment of 
this country, having the consent of executives in the wider public and private sectors.112 This fact, 
demonstrates the existence of a crucial culture of Information and security, that helps immensely its 
stability and security, among foreign actors that seek its destruction and elimination. In the case of 
France and Spain, there is a notable effort to develop a state Intelligence culture, based on linguistic 
and cultural power.113 Both countries, having less resources in proportion to world powers, seek to 
play an important role in the political decisions of other countries by carrying out Intelligence 
actions.114 

 

Concluding remarks 

 

The world of Intelligence is a domain that, often, moves in parallel with widely perceived reality. It 
plays a critical role in synthesizing competitive values for a state, which uses Intelligence 
assessments to make appropriate decisions, guided and directed by the priorities of national 
interests. In this regard, the Counterintelligence sector is called upon to develop appropriate security 
mechanisms to protect Information, the infrastructure and selected individuals that paly a key role in 
national entity. This protection is realized through appropriate measures and procedures for the 
protection of Information and through the detection of foreign Intelligence action, that takes place 
within or beyond state territory. The role of the CI network is particularly complex, since it must be in 
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direct contact and continuous cooperation with all the branches of a state and the private sector, 
whether they are public bodies or private companies and academic institutions. Thus, the executives 
of the CI sector, gain a broad picture of the country’s Information security situation, while shaping 
strategies and methodologies for the development of an Intelligence culture in the wider public and 
private sectors as well as an effective CI network that extends beyond government business. This 
common Intelligence culture within a state, is extremely important for the proper functioning of a 
state and its security. Without a unified CI concept at the national level and an effective cooperation 
among state, public and private institutions, it is impossible to avert malicious foreign intervention 
and protect the internal, political and economic security of a state and its critical infrastructures.  
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