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This essay focuses on the identification and evaluation of hybrid threats in the Republic of Cyprus 
which is one of many small states in the international system. Building on theoretical analysis and 
empirical evidence obtained from the study of the case, the authors examine the threats deriving 
from the overarching security problem – that is, the Turkish occupation and de facto military division 
of the island. While the conventional military threats, presented by the Republic of Turkey, are the 
most significant security challenges to the Republic, it should be emphasised that there are other 
unconventional security issues running in parallel to traditional threats. Such hybrid security 
challenges include, among others, cyber-attack operations, the weaponization of illegal migration 
and targeted disinformation campaigns that directly impact critical infrastructure, disrupt the proper 
functioning and the cultural cohesion of the state, and foster negative perceptions for the image of 
the Republic of Cyprus. Hybrid threats are understood as being used simultaneously in both 
conventional and unconventional modus operandi, thereby setting an example of how small states, 
like the Republic, retain certain vulnerabilities and capabilities that can either be exploited in favour 
or utilised against such threats. 
 
The review of scholarly literature, which examines the defence and security strategies of small 
states, indicates that, due to their limited – geographic, demographic, economic – size and their 
accompanying weaknesses and vulnerabilities, they, often, follow particular foreign policy patterns; 
ranging from the development of powerful armed forces and nuclear deterrence (Singapore and 
Israel respectively) to joining international organisations, forming bilateral or multilateral alliances, 
adopting neutrality, or, even, bandwagoning.1 Literature also notes how the security policies of small 
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states often perceive powerful states in their neighbourhood as potential threats to their political 
existence. Such an approach is, by definition, state-centric, due to an over-reliance on traditional 
state-to-state threats and security challenges. However, newer and more complex threats have 
emerged in recent years, which go beyond conventional military power. These include hybrid threats, 
which combine conventional and unconventional methods that have the capacity of harassing or 
destabilising a targeted state through, both, coercive and non-coercive means, such as attacks on 
critical infrastructure, cyber-attacks, targeted irregular migration flows, information warfare and 
disinformation. The national security of small states is greatly affected by this new threat environment 
and the following questions emerge: What kind of hybrid threats may affect the security and stability 
of a small state? What vulnerabilities do such threats exploit? What means or tools do small states 
use to deter potential hybrid threats?      

The first part of the essay examines the definitions, conceptual frameworks and theoretical 
foundations involved in the analysis of unconventional, especially, hybrid threats in small states. It 
explores the definitional challenges and methodological difficulties surrounding these new concepts 
and seeks to establish an agreeable definition on “smallness” and “hybridity”. The latter part focuses 
on the case of the Republic of Cyprus (RoC) and investigates its characteristic capabilities and 
vulnerabilities vis-à-vis potential hybrid threats deriving from its exposure to a protracted conflict with 
Turkey.  

Ι. The concepts of Small States and Hybrid Threats 

Small States  

The concept of “small states” does not appear in literature as a commonly accepted term by theorists. 
Following, is an attempt to examine how scholarly literature approaches and defines the term, that 
consequently paves the way for our conceptual approach, which explores the justifications through 
which both “smallness” and “hybrid threats” are linked. According to Moosung, quantitative and 
qualitative perspectives offer two ways to define small states. The quantitative approach defines 
small states in terms of quantifiable measurements such as population, geography and Gross 
Domestic Product (GDP), among others.2 For instance, the United Nations Institute for Training and 
Research produced a study, which defined small states as “entities which are exceptionally small in 
area, population and human and economic resources”.3 The qualitative definition, however, is quite 
different. This perspective is about the way a state is perceived – by itself and by others – and how 
much influence it exercises at a regional and international level.4 An example, is Thorhallsson’s 
interpretation, which, using qualitative data, defines small states as “actors with limited capabilities 
and influence”. 5  Similarly, more recently, Baldacchino and Wivel have captured the qualitative 
approach in their Handbook on the Politics of Small States, whereas Ang incorporates a qualitative-

 
2 Lee Moosung, How do Small States Affect the Future Development of the EU (New York: Nova Science Publishers, 
2006), 32; For an interpretation of the four traditional quantifiable variables (population, surface size, GDP and military 
capability), see Tom Crowards, “Defining the Category of ‘Small’ States”, Journal of International Development, 14:2 
(2002), 143-179. 
3 United Nations Institute for Training and Research (UNITAR), Small States and Territories: Status and Problems (New 
York: Arno Press, 1971), 29. 
4 Moosung, op. cit., 32.  
5 Baldur Thorhallson, The Role of Small States in the EU (Aldershot: Ashgate, 2000).  
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backed approach to study the capacity of small states in withstanding modern threats, such as cyber 
threats.6  

There have been several attempts to define small states and provide a widely acceptable 
definition, but most of these efforts have been based on selective criteria. According to academic 
literature, the most basic characteristics of small states are: small geographic size; limited population 
density; small size of GDP; narrow market potential; minor influence; lack of economic power; 
absence of effective military strength; and limited administrative capacities. 7  The boundaries 
between the values which determine the categorisation of small states are very fluid. Small is what 
is neither large nor medium. It is, therefore, a result of comparison and classification, so any attempt 
for an exact definition is, rather, contextual and subjective. Acknowledging this is crucial in, further, 
enhancing our understanding of how small states perceive and tackle security threats and defence 
perils.  

Defining Hybrid Threats 

In attempting to acknowledge the multifaceted nature of “hybridity” in security, this section focuses 
on what constitutes a hybrid threat. As seen with “smallness”, although concepts such as hybrid 
threats are largely contested in nature, the authors have selected specific definitions that address 
the purpose of the present analysis. Defining the concept of hybrid threats has been challenging. 
The notion of how academia understands security in world politics is constantly evolving, amidst 
arguments on definitions and approaches, as well as debates on the “correct” or “most appropriate” 
policies for addressing security concerns, at a national, regional or international level.8 For example, 
when do certain threats to society stop being a human security issue and become a hybrid threat 
question? Why threats originating in the cyber domain are not simply considered as cyber threats? 
Because of questions like these, different definitions have emerged. A contemporary definition, 
inspired by technological advances, set forth at the European Centre of Excellence for Countering 
Hybrid Threats (Hybrid CoE), states: 

The term hybrid threat refers to an action conducted by state or non-state actors, whose goal is 
to undermine or harm a target by influencing its decision-making at the local, regional, state or 
institutional level. Such actions are coordinated, synchronized and deliberately target 
democratic states’ and institutions’ vulnerabilities. Activities can take place, for example, in the 
political, economic, military, civil or information domains. They are conducted using a wide 
range of means and are designed to remain below the threshold of detection and attribution.9 

 
6 Godfrey Baldacchino and Anders Wivel, “Small States: Concepts and Theories”, in Godfrey Baldacchino and Anders 
Wivel (eds.) Handbook on the Politics of Small States (Cheltenham: Edward Elgar Publishing, 2020), 1-19; Benjamin 
Ang, “Small States Learn Different Survival Lessons”, The Cyber Defense Review, 7:1 (2022), 93-100. 
7 Almost all scholars that study the subject use these basic characteristics to define small states. In recent years, there 
have also been accounts of utilising both qualitative and quantitative criteria in conceptualising small states. See Alyson 
J. K. Bailes, Jean-Marc Rickli and Baldur Thorhallsson, "Small States, Survival and Strategy”, in Clive Archer, Alyson J. 
K. Bailes, Anders Wivel (eds), Small States and International Security: Europe and Beyond (London and New York: 
Routledge, 2016), 26-45; Ronald P. Barston, The Other Powers: Studies in the Foreign Policies of Small States (London: 
Allen & Unwin, 1973); Iver B. Neumann and B. de Carvalho “Introduction: Small States and Status”, in B. de Carvalho 
and I. B. Neumann (eds), Small State Status Seeking (New York: Routledge, 2015), 1-21. 
8 Jef Huysmans, “Security! What Do You Mean? From Concept to Thick Signifier”, European Journal of International 
Relations, 4:2 (1998), 226-255; Catarina Kinnvall and Jennifer Mitzen, “Anxiety, Fear and Ontological Security in World 
Politics: Thinking with and Beyond Giddens”, International Theory, 12:2 (2020), 240-256. 
9 Hybrid CoE, “Hybrid Threats as a Concept”, European Centre of Excellence for Countering Hybrid Threats, [n.d.], 
https://www.hybridcoe.fi/hybrid-threats-as-a-phenomenon/.   
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This specific interpretation explains that hostile action can be initiated by state or non-state actors 
alike, often targeting states and institutions, by exploiting vulnerabilities, and take place across 
different domains. However, scholars have puzzled with other definitions as well: 

[A]ny hostile will-imposing approach in which a state or non-state actor employs orchestrated 
and, in most cases, carefully planned military or non-military means, with special emphasis 
given to terrorist, criminal, manipulative and/or demoralising methods. Depending on the 
particular actor, a hybrid attack may serve political, religious/ideological and economic ends.10  

These definitions capture the essence of what hybrid threats refer to. For the purpose, 
though, of analysis, we must also add that these threats also disrupt routine operations, bringing 
forth institutional insecurity and uncertainty, due to their complex and multi-dimensional nature.11 
Such threats do not simply endanger physical, state and institutional security, but they threaten 
ontological security itself; in other words, the condition in which actors understand how to “get by in 
the world” with their day-to-day practices, their routine and continuity.12 As such, hybrid threats may 
include:               
• Malicious threats and attacks against critical infrastructure; these include, among others, 
interference, disruption or destruction of communication links, the transportation network, the 
banking system, the national healthcare system, the electrical power network and other critical 
systems.            
• Manipulative attacks and threats in cyberspace, which include cyberthreats, electronic espionage, 
intelligence leaks and targeted social media campaigns.  
• Disinformation campaigns and fake news triggered by state or non-state actors, often targeting the 
governments or the public and private institutions of the targeted state. Such tactics involve 
widespread misinformation and include diplomacy-fused disinformation, conspiracy theories, social 
media manipulation and social engineering, with the objective of jeopardising state legitimacy.13 

It becomes apparent, that when dealing with security, we inevitably extend such discussion 
to capture the societal dimension as well. The direct impact on key critical infrastructure, the cyber 
realm, the government and private sectors, and multiple related domains, do not merely affect the 
way a state and its institutions adapt and respond to such threats. They also affect society itself on 
an equal footing. As a result, when referring to small states and hybrid threats, we also include “small 
societies” in the definitions, where society itself may become a prey to such threats.14 

Conceptual framework: Small State Hybrid Threats  

Conceptualising smallness vis-à-vis hybrid threats brings forth questions directly related to 
vulnerabilities and capabilities. As already mentioned, both terms suffer from definitional problems 
and are essentially contested concepts. Nevertheless, there are specific links within hybrid threats 

 
10 Sammi Sandawi, “Hybrid Threats: The Shape of Wars to Come”, Sicherheit und Frieden (S+F) Security and Peace 
28:3 (2010), 145-151 (146). 
11 Maria Mälksoo, “Countering Hybrid Warfare as Ontological Security Management: The Emerging Practices of the EU 
and NATO”, European Security 27:3 (2018), 374-392 (376-377). 
12 Mälksoo, op. cit., 377; see also Jennifer Mitzen and Randall Schweller, “Knowing the Unknown Unknowns: Misplaced 
Certainty and the Onset of War”, Security Studies, 20:1 (2011), 2-35 (29). 
13 Haroon K. Ullah, Digital World War: Islamists, Extremists, and the Fight for Cyber Supremacy (New Haven, CT and 
London: Yale University Press, 2017), 6, 15; Mälksoo, op. cit.; Sandawi, op. cit. 
14 Petros Petrikkos, “Pandemic Entanglement: COVID-19 and Hybrid Threats in the Republic of Cyprus”, Cyprus Review, 
33:1 (2021), 199-228 (205, 206). 
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that are directly relevant to small states alone. Our analysis focuses, exactly, on this unique 
relationship between hybrid threats and small states. While it becomes apparent that a dominant 
security issue for small states often revolves around geographical size and population, nevertheless 
such states have the capacity to protect themselves by utilising the international system to address 
their security needs and defend their interests, not only militarily but mostly diplomatically, and to 
exercise adequate deterrence and pressure against their perceived adversary.15  

Similarly, due to their own capacity limitations, in both quantitative and qualitative aspects, 
small states can be easily targeted by a hostile entity using, simultaneously, conventional and 
unconventional means. Warfare does not merely take place physically in the battlefield alone. In 
principle, vulnerabilities are exploited by understanding the opponent’s capabilities.16 The same can 
be said for using these capabilities in order to reduce the security gap created by such vulnerabilities. 
While war and conflict are means through which an actor accomplishes a political objective, it is a 
costly process. Selecting different alternatives to accompany or substitute armed hostilities and to 
deliberately spread insecurity against a targeted state or society, is often a more effective way of 
conducting operations with much less casualties and a limited cost.17 Consequently, an aggressive 
adversary, using hybrid means and unconventional methods, may exploit infrastructural flaws, policy 
deficiencies or existing security gaps to implement significant political objectives without resorting 
openly to armed violence. 

Therefore, small states with underdeveloped security infrastructures and limited or obsolete 
defence apparatuses are particularly exposed to these types of threats, notwithstanding any already-
present conventional threats. Hostile entities pursuing this pathway may prevent effective decision-
making, thus incapacitating both state and societal response to combat these threats. Not only that, 
but small states cannot appear weak within international institutions and blocs they hold membership 
to, as they might be seen as unreliable partners and threat-attracting liabilities. For this reason, they 
might opt to frame their own position and capabilities in such a way so that they retain a positive 
image of themselves. To do so, however, they also need to refine their security approach. 

Security gap: vulnerable and unprotected  

Vulnerabilities arise from a variety of reasons, including the absence of adaptability, in other words, 
failing to adjust to new threats. The problem with hybrid threats is that it is difficult to predict the best 
course of action towards an integrated security approach, particularly when there are weak or 
questionable institutional mechanisms in place. Furthermore, it is often difficult to identify the exact 
source of a specific threat. As a result, identifying, mitigating, responding to and overcoming hybrid 
threats requires an up-to-date, fully flexible and alert security and defence framework. This is 
complemented by appropriate policies, reliable analysis and understanding current affairs, especially 
what conventional and unconventional threats a state-actor is often exposed to, covertly or overtly. 
A weak institutional environment that is unprepared to tackle evolving and multifaceted threats is, by 

 
15 Marinos Papaioakeim, “The Rise of the Republic of Cyprus’ Defence Diplomacy in Its Neighbourhood”, Cyprus 
Review, 30:1 (2018), 95-112 (95-96). 
16 David J. Lonsdale, “Part I Strategy”, in David Jordan, James D. Kiras, David J. Lonsdale, Ian Speller, Christopher 
Tuck, and C. Dale Walton (eds), Understanding Modern Warfare (Cambridge: Cambridge University Press, 2019), 21-79 
(32). 
17 Christopher Whyte and Brian Mazanec, Understanding Cyber Warfare (London and New York: Routledge, 2019); 
Ralph D. Thiele, “Building Resilience Readiness Against Hybrid Threats: A Cooperative European Union/NATO 
Perspective”, ISPSW Strategy Series: Focus on Defence and International Security, 449, 2016, https://www. 
ispsw.com/wp-content/uploads/2016/09/449_Thiele_Malaysia_Sep2016.pdf 



 
PETRIKKOS and PAPAIOAKEIM Hybrid Threats in Small States              GSIN 4 • MAR 2022 
  

BUCSIS • 14 YEARS OF SECURITY AND INTELLIGENCE ANALYSIS 
 

[7] 

default, much slower in mobilising its security and defence services to combat the challenge.18 
Having said that, not only do states find it extremely difficult to identify and intercept hybrid threats, 
when an institutional framework is deficient, but this generates additional anxiety and insecurity 
across the social fabric.19 

Capabilities: renewed means of deterrence 

Despite these challenges, there are also merits and opportunities for small states to retain a degree 
of flexibility and adaptability when dealing with such threats. The real question is related to the 
attribution and tracking of the origin of such threats. In the case of the RoC, as is explored in the 
latter part of the essay, this is often easily identifiable, as most threats emanate from the Republic 
of Turkey. It is noteworthy to acknowledge the real and practical limitations of small states, especially 
their own position in the international system. This allows small states to revise existing institutional 
limitations by: (a) improving the infrastructure across varying state apparatuses, bringing them up to 
date with contemporary challenges; (b) educating civil servants and the wider society to be more 
alert against privacy and security issues, and to identify distorted and fake information; and (c) 
developing a unifying, common culture of security that can bring forth resilience, both at state as well 
as societal level.20 

With added emphasis on the latter, resilience is a key characteristic that allows adaptability 
and effective response mechanisms against hybrid threats. Refining institutions and policies gives 
rise to strong, resilient societies and states. Deterrence, then, is not something that is achieved 
through military and conventional means alone. The characteristic limitations of small states are a 
proof of how conventional approaches to security cannot effectively combat hybrid threats on their 
own. Statecraft nowadays relies on reflexibility, identifying crises and security issues within a 
reasonably short and efficient timeframe, and utilising networks. This is a major justification as to 
why small states often opt for a role within international organisations and institutions, while also 
placing added emphasis on how they are seen and understood at the international political arena;21 
something that was, often, largely absent from traditional approaches to small states and their quest 
for membership in international bodies. Their own identity and ontological security, one might say, 
depends on such a portrayal. Therefore, any changes or disruptions to their security, as a result of 
a hybrid attack, makes small states particularly sensitive to their image and identity.22 

 
II. Case study: Hybrid Threats against the Republic of Cyprus 

 
Regardless of whether we are looking at the question via qualitative or quantitative criteria, the 
Republic of Cyprus is, unquestionably, a small state with limited territory and economic means, and 
a population of less than one million. Furthermore, since 1974, the RoC suffers the de facto 

 
18 William Steingartner, Darko Galinec, and Andrija Kozina, “Threat Defense: Cyber Deception Approach and Education 
for Resilience in Hybrid Threats Model”, Symmetry, 13:4 (2021), https://doi.org/10.3390/sym13040597. 
19 Andrew R. Hom and Brent J. Steele, “Anxiety, Time, and Ontological Security’s Third Image Potential”, International 
Theory, 12:2 (2020), 322-336 (328). 
20 Anders Wivel and Matthew Crandall “Punching Above their Weight, But Why? Explaining Denmark and Estonia in the 
Transatlantic Relationship”, Journal of Transatlantic Studies 17:3 (2019), 392-419 (401, 409). 
21 Brent J. Steele, Ontological Security in International Relations: Self-Identity and the IR State (London and New York, 
NY: Routledge), (12-13, 14); Baldur Thorhallsson, “Studying Small States: A Review”, Small States & Territories, 1:1 
(2018), 17-34. 
22 Karl Gustafsson and Nina C. Krickel-Choi, “Returning to the Roots of Ontological Security: Insights from the 
Existentialist Anxiety Literature”, European Journal of International Relations, 26:3 (2020), 875-895 (880). 
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occupation of its northern part and a long-lasting conflict with NATO member Turkey, that classify it 
as an important small-state case study, where defence threats and security challenges coexist in, 
both, conventional and unconventional dimensions. While the Republic is facing potential hybrid 
threats from a variety of actors, the most serious of these originate from Turkey at, both, state and 
societal level. The first section of this part examines the asymmetrical capabilities and 
unconventional potential of the Turkish state and other actors that are, indirectly or invisibly, linked 
to it, and investigates the potential enhancement of Turkish conventional threats with hybrid means 
and methods. The latter section explores the institutional capabilities of the Republic, in countering 
and resisting potential hybrid challenges, and examines its vulnerabilities that can be exploited by 
Turkey, or another adversary, to create a political, military or strategic advantage against the RoC. 

IIa. The Republic of Turkey as a multifaceted hybrid threat actor 

The Turkish invasion of Cyprus in 1974 and the continuous occupation of the northern part of the 
island by the Turkish army renders Turkey a strategic threat for the Republic of Cyprus. At the same 
time, Turkey is a revisionist state, that, ultimately, seeks to challenge and reshape the regional status 
quo, by moving strategically against “static” objects (conventions like the Lausanne Treaty or borders 
like Syria’s), challenging them in its path and pushing actively for the introduction of a new 
geopolitical system under its hegemony.23   

Challenging the status quo and launching waves of new threats is important for Turkey to 
plunge deep into the strategic existence and security of the Republic of Cyprus, rendering it 
vulnerable and easy to push aside in the international system; not simply with conventional military 
power but with alternative, non-conventional, tactics that trigger anxiety and create an overall hostile 
and ontologically insecure environment. Any changes brought forth would not be positive for the 
RoC and would, instead, generate additional political instability24 in support of the official Turkish 
objective, in the last two decades, to undermine the EU-member Republic and elevate the 
breakaway regime’s – “Turkish Republic of North Cyprus” (“TRNC”)25  – status.26  As it will be 
analysed below, the RoC has been experiencing several Turkish-originated threats over the last 
decades.27 Although most threats have been conventional in origin, in the context of military power 
projection and coercive politics, they, also include non-conventional elements that go beyond the 
exclusive use of military force.  

An inherent weakness in small state security is the fact that when threatened by conventional 
military force – such as the military occupation of Cyprus by disproportionate Turkish forces for the 
last 48 years – the leadership and society of this state tend to disregard the impact of other 
unconventional threats such as hybrid and asymmetrical.  

 
23 Jonathan M. DiCicco and Victor M. Sanchez, “Revisionism in International Relations”, Oxford Encyclopedia of 
International Studies, 2021, https://doi.org/10.1093/acrefore/9780190846626.013.607. 
24 Karl, Gustafsson and Nina C. Krickel-Choi, "Returning to the Roots of Ontological Security: Insights from the 
Existentialist Anxiety Literature", European Journal of International Relations, 26:3 (2020): 875-895 (880). 
25 The self-proclamation of the “TRNC” in November 1983 was considered illegal by the United Nations. Today, it is not 
recognised by any state or international organisation except Turkey. 
26 “Erdogan tells Turkish Cypriots Ankara supports a two-state solution and will open talks with Taliban”, Euronews, 20 
July 2021, https://www.euronews.com/2021/07/20/erdogan-tells-turkish-cypriots-ankara-supports-a-two-state-solution-
and-will-open-talks-wi. 
27 Similar types of Hybrid threat activities by Turkey can be also identified in previous historical periods; See indicatively 
Petros Savvides, “The National Guard's Defense Struggle in the 21st century: Complex Threats, Defense Doctrine, 
Survival and Unconventional tactics” [in Greek], in Petros Savvides (ed.), The Defence and Security of Small States: The 
Case of Cyprus [In Greek], (Nicosia: Armatolos, 2021), 99- 132. 
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Hybrid spillover effects of Turkish military provocations and violations against the RoC  

The Turkish invasion of Cyprus in 1974, the consequent military occupation of 37% of the island’s 
territory and the presence of approximately 35,000 heavily equipped Turkish troops in the occupied 
area, is a constant, existential, military threat for the RoC. As was noted by the Republic’s minister 
of Defence, Charalambos Petrides, during an interview “Turkey is a constant threat for the security 
of Cyprus and has a large number of military presence in the occupied part of the island”.28 

Turkey systematically conducts various military provocations and violations of Cyprus 
territory in land, sea and airspace. It must be noted that frequent incidents take place on the ground, 
where the Turkish forces attempt to change the status quo in various points of the “buffer zone”, 
which is observed by the United Nations Peacekeeping Force in Cyprus (UNFICYP), such as Pyla, 
Denia, Strovilia and elsewhere.29 A common, but dangerous, phenomenon, that endangers the 
security of civil aviation, is the frequent violation, by Turkish fighter jets, of the Republic’s national 
airspace and the infringement of international air traffic regulations in Cyprus’ Flight Information 
Region (FIR). Furthermore, according to a report by the European Aviation Safety Agency, Turkish 
refusal to communicate – as is obliged by international agreements – with the Republic’s air control 
center and the unauthorized interference by an illegal air control “station” established in the occupied 
areas, create severe dangers to civil aviation.30  

Recent energy developments in the Republic’s Exclusive Economic Zone (EEZ) – signing of 
delimitation agreements (with Egypt, Lebanon, Israel), seismic surveys and assignment, by the 
Republic, of drilling operations to foreign oil and gas giants as ExxonMobil (US), Total (France), Eni 
(Italy) and Chevron (US) – created a new circle of tensions with Turkey. Despite the internationally 
recognized sovereign right of the Republic to engage in energy exploration and exploitation in its 
legally-claimed EEZ (in accordance to the 1982 United Nations Convention on the Law of the Sea – 
UNCLOS), Turkey embarked on a systematic effort of questioning the Republic’s maritime 
jurisdiction and harassing its energy operations, with the intention of, initially, disrupting the Cypriot 
energy program and, later, imposing itself, through the threat and the use of armed force, as an 
interested party in Cypriot EEZ.31 

These coercive provocations do not merely impact the RoC in material (economic) terms. 
How this conventional conflict has become a question of hybrid security concern, lies deeply in the 
spillover effects, ranging from political to existential as well as defence and security challenges. The 
unilateral violations of international and customary law by Turkey, beyond questioning the 
international legitimacy of the RoC, influence the state itself by generating institutional anxiety while, 
simultaneously, upsetting societal security. The intentional spread of insecurity, both to state 

 
28 Ismaeel Naar and Omar Elkatouri, “Turkey is a constant threat for the security of Cyprus: Defense Minister Petrides”, 
Al Arabiya English, 27 February 2021, https://english.alarabiya.net/News/world/2021/02/27/Turkey-is-a-constant-threat-
for-the-security-of-Cyprus-Defense-Minister-Petrides. 
29 Elias Hazou, “Tensions rise over Strovilia violations by Turkish military”, Cyprus Mail, 22, February 2019, 
https://cyprus-mail.com/2019/02/22/tensions-rise-over-strovilia-violations-by-turkish-military/. 
30 Christina Kasia, “Danger in the airspace of Cyprus” [in Greek], Alpha News Live, 09 July 2017, https://www. 
alphanews.live/cyprus/kindynos-ston-enaerio-choro-tes-kyproy-binteo.  
31 Ayla Gürel, Fiona Mullen, and Harry Tzimitras, “The Cyprus Hydrocarbons Issue: Context, Positions and Future 
Scenarios”, PRIO Report, 1 (Nicosia: PRIO Cyprus Centre, 2013), 45-51; Theodoros Tsakiris, “The Gifts of Aphrodite: 
The Need for Competitive Pragmatism in Cypriot Gas Strategy”, in Angelos Giannakopoulos (ed.), Energy Cooperation 
and Security in the Eastern Mediterranean: A Seismic Shift towards Peace or Conflict? (Tel Aviv: S. Daniel Abraham 
Center for International and Regional Studies, Tel Aviv University, 2016), 22-36 (31); Michelle Kambas, “Standoff in High 
Seas as Cyprus Says Turkey Blocks Gas Drill Ship”, Reuters, 11 February, 2018, https://www.reuters.com/article/us-
cyprus-natgas-turkey-ship-idUSKBN1FV0X5.  
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leadership and the society, is an intentional tactic to achieve hybrid objectives through the use of 
military and political coercion, extending beyond state-to-state relations and impacting the social 
collective. Likewise, the intentional harassment of foreign vessels conducting seismic surveys or 
drilling operations on behalf of the Republic, such as the forceful obstruction, by Turkish naval 
vessels, of an Eni drilling ship in 2019, presents another example that encompass hybrid spillover 
effects. Since the RoC’s image as a reliable partner in important commercial agreements and 
international institutions – a key characteristic for small states that seek status in the global 
community – is put into jeopardy. 

Cultural engineering in the occupied areas of the Republic 

The Hybrid CoE lists “culture” as one of the potential domains of hybrid threat engagement. This 
entails the use of cultural statecraft by an aggressor to support a political objective through hybrid 
threat activity.32 The notion of a cultural threat against the RoC appears, insofar, in the occupied part 
of Cyprus – which was characterized by a centuries-old Greek, Christian Orthodox, historical identity 
– but, as will be explained in the following section, endangers, now, the cultural and demographic 
identity of the free areas of the Republic. The former threat derives from a persistent policy, by 
Turkey as well as the Turkish Cypriot leadership, for the Turkification and Islamisation of occupied 
space, which was preceded by the demographic cleansing from its original Greek Cypriot 
population.33 A similar process of cultural manipulation is inflicted by Turkey in the occupied border 
area of northern Syria, in the context of the alleged Turkish security zone. 34  The continuing 
Turkification and Islamisation of the northern part of the island, enhanced by other hybrid engineering 
variables, such as the rapid increase of the de facto population (statements for 600-800 thousand), 
the increase of the Muslim student population (over 100 thousand), the free attendance of Arab 
students in Islamic theological studies, and the political-religious bonds developing with Islamic 
organizations in the Middle East and Africa, pose, according to Savvides, potential asymmetric and 
hybrid threats, both for the Republic of Cyprus and friendly states in the Eastern Mediterranean. He 
underlines, that the focus of state interest, but also of media narratives and Cypriot public opinion, 
on the energy exploitation activities in the South, in the Cypriot EEZ, has disoriented the Republic’s 
attention from potential, unconventional threats deriving from the occupied North, 35 as the recent 
flooding of the free areas, with tens of thousands of illegal migrants pushed by Turkey, has proven. 

The above frame is also connected with the deliberate attempt of Turkey to alter the island’s 
demographic character by transferring hundreds of thousands of mainland settlers to the island since 
the Turkish invasion of 1974. In the process, the Turkish Cypriot community itself, indigenous to 
Cyprus and recognised in the 1960 Constitution as a political minority, is gradually loosing its own, 
unique, secular identity due to forced cultural mixing with Turkish settlers, while also being subject 
to increased pressure of religious and educational indoctrination.36 It is also important to underline 
the massive, post-1974, destruction of cultural and religious heritage in the occupied areas – 

 
32 Georgios Giannopoulos, Hanna Smith and Marianthi Theocharidou, The Landscape of Hybrid Threats: A Conceptual 
Model (Luxembourg: Publications Office of the European Union, 2021). 
33 See, indicatively, Petros Savvides, The Islamization of Occupied Cyprus [in Greek], (Nicosia: Armatolos, 2019).  
34 Rauf Baker, “Turkish Imperialism: When Will Turkey Annex Northern Syria?”, Middle East Quarterly, 28:4 (2021), 1-11.  
35 See an indicative example of a media narrative: Marios Poullados, “The Islamisation of Occupied Cyprus” [in Greek], 
Simerini, 8 September 2019, https://simerini.sigmalive.com/article/2019/9/8/e-islamopoiese-tes-katekhomenes-
kuproue548270b-5a47-40e9-8759-822d0c3cb780/. 
36 Magdalena Dembinska, “The Imagined ‘Other’ and its Shifts: Politics and Identifications in Turkish Cyprus”, National 
Identities, 19:4 (2017), 395-413 (405). 
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including important UNESCO-protected spaces – as a consequence of  deliberate cultural cleansing 
rather than due to neglect and lack of preservation.37  

Weaponizing illegal migration 

Illegal migration is considered as another unconventional threat, particularly due to its capacity of 
endangering, not only the border security of a state but also its demographic stability and cultural 
cohesion, particularly in the case of small states.38  This form of “irregular” migration is, often, 
“weaponized” – see recent examples of Turkey against Greece, and Belarus against Poland and 
Lithuania – and can be combined with other subversive activities to create serious internal problems 
for the targeted state with significant, political and security, spillover effects; including societal unrest, 
increase of crime, jeopardy of local perceptions against legal migrants and refugees, and potential 
religious radicalisation.39 In the last few years, the RoC has experienced a disproportionate increase 
in the levels of asylum seekers, the vast majority of whom (85%) fly from Istanbul Turkey to the illegal 
Tymbou airport in the occupied areas. Then, with the help of traffickers, they penetrate the free areas 
of the Republic, mostly through the UN-observed “buffer zone”. The RoC, monitoring closely the 
situation and requesting urgent political support from the EU, is accusing Turkey of using the flows 
of illegal migration as a hybrid instrument against the Republic, which is intentionally flooded today 
by tens of thousands of illegal migrants.40 

In February 2021, the Republic’s Foreign and Interior Ministries announced, in a joint 
statement, that “the overwhelming majority of migration flows originate from Turkey”, a country that 
fails to implement the EU-Turkish agreement in the case of the RoC.41 “In fact, Turkey’s stance has 
led to the creation, rather than prevention, of a new migration route in the Eastern Mediterranean, 
which disproportionately burdens Cyprus, and places enormous strain on the national asylum 
system”, the statement read.42 According to the Ministry of Interior, during “the first 10 months of 
2021, irregular flows of 10,868 people are recorded, of which 9,270 have illegally crossed the green 
line [“buffer zone”], in a clear policy of capitalising the human suffering from Turkey, based on a 
prescribed and conscious policy, since the vast majority of flows comes from that country, most 
importantly the fact that 70% of these flows are single men aged 25 to 40 years”.43  

 
37 Sophocles Hadjisavvas, "Perishing Heritage: The Case of the Occupied Part of Cyprus", Journal of Eastern 
Mediterranean Archaeology & Heritage Studies, 3:2 (2015), 128-140. 
38 Sascha-Dominik Dov Bachmann and Anthony Paphiti, “Mass Migration as a Hybrid Threat? A Legal Perspective”, 
Polish Political Science Yearbook, 50:1 (2021), 119-145; Ceccorulli, Michela. “Migration as a security threat: internal and 
external dynamics in the European Union”, Forumas Problems of Peace and War, Florence, Garnet Working Paper 
65/09 (April 2009), 1-30; Anna Kicinger, “International migration as a non-traditional security threat and the EU 
responses to this phenomenon”, Warsaw, Central European Forum for Migration Research, 2004, http://www.cefmr. 
pan.pl/docs/cefmr_wp_2004-02.pdf. 
39 Peter Roell, Migration, A New Form of ‘Hybrid Warfare’? (Berlin: Institute for Strategic, Political, Security and 
Economic Consultancy, 2016); Julia Himmrich, A ‘Hybrid Threat’? European Militaries and Migration, Berlin, Dahrendorf 
Forum IV Working Paper No. 02, 2018. 
40  Ioannis E. Koutoulas and Wolfgang Pusztai, Migration as a Weapon: Turkey’s Hybrid Warfare Against the European 
Union, Athens, Foreign Affairs Institute, Report 1, 2020. See also Ioannis P. Sotiropoulos, “The Mass Migration as a 
Hybrid Threat to European Security”, Cyprus Centre for European and International Affairs, University of Nicosia, 2020. 
41 Sertan Sanderson, “Cyprus Accuses Turkey of Creating New Migration Route”, Infomigrants, 22 February 2021, 
https://www. infomigrants.net/en/post/30401/cyprus-accuses-turkey-of-creating-new-migration-route. 
42 Sanderson, op.cit.; see also EUDebates, “Migration: Turkey Sends Migrants to Europe. Blackmail or Hybrid Threat?”, 
2 March 2020, https://eudebates.tv/debates/special-debates/migration/migration-a-hybrid-threat-turkey-sends-migrants-
to-europe-blackmail-or-hybrid-threat/. 
43 “These are the immigration measures announced by the Government” [in Greek], Kathimerini Cyprus, 10 November 
2021, https://m.kathimerini.com.cy/gr/politiki/metra-gia-antimetwpisi-ton-metanasteytikwn-rown-exiggeile-i-kybernisi. 
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In December 2021, the Cypriot president characterised, during a summit in Brussels, the 
instrumentalization of immigrants from Turkey as “unacceptable”. The president also stressed the 
need for the EU to take effective measures to prevent such phenomena, both by Turkey and by any 
third country that exploit human suffering, in an effort to reap foreign political benefits. At the same 
time, he underlined that “the increased flows are mainly due to the instrumentalization of migrants 
from Turkey and their systematic and deliberate promotion through the green line [“buffer zone”], in 
the free areas [of the Republic], in violation of its obligations arising from the EU-Turkey Declaration 
of 2016”.44 

Cyber Threats 

Cyber threats are not easily detected in advance, until during or after the attack, and state-actors 
often suffer in the attribution of responsibility for threats in the cyber domain.45 Furthermore, it 
becomes difficult to pre-emptively identify and take measures against such threats before they take 
place.46 Cybersecurity specialists on the island have begun identifying various cases of cyber-
attacks against local targets. Certain incidents denote that the RoC faced a cyber-attack connected 
to Turkish-sponsored stakeholders.47 Such was the case when a cyber-attack attempt, aiming at 
data breach or damage in the Ministry of Defence website, took place in March 2021.  

According to Ministry sources, the attack was successfully intercepted and no damage was 
caused to the operation of the website. As reported, Root Ayyildiz Turkish Defacer, branded as the 
“Father of Turk hackers” was planning on launching an attack against critical infrastructure in Cyprus, 
targeting mainly banking institutions and government services.48 In another case, in January 2020, 
security experts cited by Reuters claimed that the Cypriot government internet traffic and emails 
have previously been attacked by Ankara-sanctioned hackers back in 2018 and 2019.49 According 
to the report, hackers acting on behalf of the Turkish government were thought to be responsible for 
the sweeping cyber-attacks against governments, banks and other organisations in Europe and the 
Middle East. 

Disinformation / Fake News 

An indicative recent example of disinformation by Turkey was a coincidental event that took place in 
December 2021, when a 27-year-old Syrian refugee started a fire in an Islamic mosque in Larnaca 

 
44 “N. Anastasiadis: The instrumentalization of immigrants by Turkey is unacceptable”, News Bulletin, 16 December 
2021, https://newsbulletin247.com/world/21832.html; “N. Anastasiadis: Cyprus faces hybrid threats from Turkey on the 
issue of immigration”, The President, 22 October 2021, https://www.thepresident.gr/2021/10/22/n-anastasiadis-i-kypros-
antimetopi-me-yvridikes-apeiles-apo-tin-toyrkia-sto-zitima-toy-metanasteytikoy/. 
45 Joe Burton, “Small States and Cyber Security: The Case of New Zealand”, Political Science, 65:2 (2013), 216-238 
(237). 
46 Aaron F. Brantly, “Entanglement in Cyberspace: Minding the Deterrence Gap”, Democracy and Security, 16:3 (2020), 
210- 233 (211). 
47 Jack Stubbs, Christopher Bing, and Joseph Menn, “Exclusive: Hackers Acting in Turkey's Interests Believed to be 
Behind Recent Cyberattacks - Sources”, Reuters, 27 January 2020, https://www.reuters.com/article/us-cyber-attack-
hijack-exclusive-idUSKBN1ZQ10X ; “Cyber-attack against the Ministry of Defence website – the Father of Turk hackers 
is the main suspect”, Defence Redefined, 26 March 2021, https://defenceredefined.com.cy/cyber-attack-against-the-
ministry-of-defence-website-the-father-of-turk-hackers-is-the-main-suspect/. 
48 “Defence ministry targeted by hackers”, Kathimerini News, 29 March 2021, https://knews.kathimerini.com.cy/ 
en/news/defence-ministry-says-it-was-targeted-by-hackers. 
49 “Turkey Behind Cyber Attacks on Cyprus”, Financial Mirror, 27 January 2020, https://www.financialmirror.com/ 
2020/01/27/turkey-behind-cyber-attacks-on-cyprus/. 
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after the imam refused to let him sleep in the mosque for the night. 50  Considering that the 
perpetrators were Greek Cypriots – before the full disclosure of the details – the Turkish president 
Recep Tayyip Erdogan took advantage of the opportunity to warn that the incident “will not go 
unanswered” and the alleged Greek Cypriot perpetrators “will pay a heavy price”.51 Similarly, in 
January 2022, the Turkish Foreign minister Mevlüt Çavuşoğlu, speaking in Estonia, went as far as 
to claim that both the Hellenic Republic and the Republic of Cyprus – two EU member states – are 
terrorist hubs and will “pay the price”, noting how the RoC, in particular, is allegedly a haven for 
Syrian Kurds that are associated with the Kurdistan Worker’s Party (PKK) and the Syrian Kurdish 
People’s Defence Units (YPG).52 While this particular claim has not been supported by evidence, 
such statements are intended to excuse potential future aggressions in the area, in a narrative that 
conveniently fits the Turkish objectives against the RoC.  

Notably, the “paying the price” narrative is exhibited in both incidents as a means of directly 
threatening the Republic. Disinformation against the RoC is targeted in two ways: (a) it allows Turkey 
to use the Republic of Cyprus as a scapegoat in the international political arena for various incidents, 
and (b) it is a mechanism through which additional acts of hostility and provocations may occur. This 
puts the Republic in a rather delicate position, not only to its allies and partners, but also to its own 
population, thereby internalising the same narrative domestically in Cypriot society. This means that 
Turkish threats and the continuous scapegoating of RoC could prompt RoC citizens to react 
negatively against the state, giving in to disinformation tactics. This may, in turn, create more social 
insecurity and damage any ongoing progress towards resilience. 

IIb. Republic of Cyprus vulnerabilities and capabilities 

The absence of a National Security Strategy 
While it is without any doubt that states pursue, strategically, security and survival,53 a solid security 
strategy is ultimately a published strategy. Although the Republic may already have a sense of 
strategic direction behind closed doors, a formal national security strategy remains unpublished.54 
Such a decision might be political or part of the strategy itself, yet it blurs real policy dialogue and 
proper communication with other EU-member states. When the RoC attempts to communicate with 
its CSDP and PESCO partners directly, 55 for instance, it becomes harder to identify any mutual 
ground in addressing hybrid threats, terrorism or other unconventional threats. This is evident of how 
Cyprus addresses certain hybrid security crises. For example, while it advocates for stricter border 
control in the Eastern Mediterranean, particularly due to security concerns deriving from the 
weaponization of illegal migrants by Turkey from the occupied part of the island, the Republic has 

 
50 George Psyllides, “No racial, nationalist motives’ behind mosque fire”, Cyprus Mail,  6 December 2021, https://cyprus-
mail.com/2021/12/06/no-racial-nationalist-motives-behind-mosque-fire/. 
51 “Erdogan vows response to Cyprus mosque arson attempt”, Al Monitor, 6 December 2021, https://www.al-
monitor.com/originals/2021/12/erdogan-vows-response-cyprus-mosque-arson-attempt#ixzz7JSzf0DOm. 

52 “Greek Cyprus will pay price if YPG attacks Turkish Cypriots, Turkey”, Daily Sabah, 20 January 2022, https://www. 
dailysabah.com/politics/war-on-terror/greek-cyprus-will-pay-price-if-ypg-attacks-turkish-cypriots-turkey.  
53 Sven Biscop, Grand Strategy in 10 Words: A Guide to Great Power Politics in the 21st Century (Bristol: Bristol 
University Press, 2021). 
54 Constantinos Adamides, “The Challenges of Formulating National Security Strategies (NSS) in the Presence of 
Overarching Existential Threats”, Cyprus Review, 30:1 (2019), 71-94 (72, 77). 
55 The Common Security and Defence Policy (CSDP) and the Permanent Structured Cooperation (PESCO). 
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often been slow in its responses or utterly oblivious when it comes to similar crises experienced in 
the Baltics and in Poland.56 

The unpublished strategy presents a serious methodological and practical challenge; it 
further proves that the security gaps leave numerous threats unaddressed. Without a comprehensive 
document on national security strategy, the state may react randomly to address security issues as 
they come. No comprehensive document (at least in the public realm) exists to date, through which 
the RoC can set out detailed plans in motion, whenever it experiences a security crisis. Although 
there are published plans that can activate respond mechanisms – such as the NEARCHOS57 
national plan that deals with search and rescue operations, environmental and man-made disasters, 
and other emergencies – these are not part of a comprehensive and collective approach to security 
risks. The lack of clarity in a strategic context is rather ambivalent for a small state that wishes to 
maintain regional influence and international cooperation. This means that the institutional 
environment in the Republic does not allow for a quick response and an effective mobilisation to 
combat hybrid threats adequately. 

While the authors do not claim that the RoC is, strategically, completely blind, it is important, 
now more than ever, to demonstrate that a strategy as such exists, at least for institutional purposes 
and more so for social cohesion and resilience. From an institutional perspective, the lack of a 
comprehensive national security strategy means that there is over-reliance on foreign policy and 
diplomacy in pursuing national objectives in the region. Very often, such objectives concentrate on 
the de facto division of the island against the illegal occupation by Turkey.  

From a societal perspective, strategy and security order can restore faith in institutions, 
especially in small states and societies, as examined in other cases, such as Estonia, where societal 
resilience is, in a way, weaponised, in order to offer psychological defence and to empower stronger 
defence and security practices via a policy of consensus that also boosts military resilience.58 
Consequently, as new objectives emerge and as security policy expands, so do threats targeting a 
state. What the next section demonstrates is the clear absence of meaningful and comprehensive 
security frameworks, standing against serious existential and hybrid threats that may jeopardise 
politics, society and the overall security in the Republic. 

Lack of reliable and mature institutional and infrastructural tools 

While the RoC does not have a comprehensive strategic document, it does have a National 
Cybersecurity Strategy, initially submitted at the Cypriot Presidency of the European Union in 2012, 
under the European Network and Information Security Agency (ENISA). The document is currently 
under revision, according to the Digital Security Authority.59 In terms of a comprehensive national 
security strategy, however, this is inadequate. The Strategy itself focuses on the protection of 
information security systems and critical information infrastructure, while providing an initial 

 
56 Jennifer Ranking, “EU fails to agree on Belarus sanctions after Cyprus blocks plan”, The Guardian, 21 September 
2021, https://www.theguardian.com/world/2020/sep/21/eu-fails-agree-belarus-sanctions-cyprus-blocks-plan.  
57 Ministry of Defence report, http://www.mod.gov.cy/mod/cjrcc.nsf/all/757C0DA4156FA2F2C22583B6002A7FB3/$file/% 
CE%95%CE%95%CE%A3_%CE%95_%CE%94_%CE%9D%CE%95%CE%91%CE%A1%CE%A7%CE%9F%CE%A3.
pdf?openelement.  
58 Tomas Jermalavičius and Merle Parmak, “Towards a Resilient Society, or Why Estonia Does Not Need ‘Psychological 
Defence”. University of Huddersfield and International Centre for Defence and Security, Tallinn, 2010, http://eprints.hud. 
ac.uk/id/eprint/21718/. 
59 Digital Security Authority, “Cybersecurity Strategy Update”, DSA-OCECPR, [n.d.], https://dsa.cy/en/strategy/ 
cybersecurity-strategy-update/.  
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framework for the formation of Computer Security Incident Response Teams (CSIRTs).60 Until late 
2021, however, the CSIRT project was dormant and only one CSIRT was, in fact, active.61 At the 
time of writing, there are two fully accredited teams that are part of the CSIRT network as listed on 
the ENISA website, whereas the Republic of Turkey has a total of seven such teams.62 While Cyprus 
managing two teams is incomparable to how the larger Turkish resources allow for seven such teams 
to be managed, size in this case does not matter. CSIRTs are ideal tools to mitigate and prevent 
cyber disasters within states and societies.63 They are also responsible for filtering disinformation 
and fake news. Without strong infrastructural guidelines on this, states and societies become 
susceptible to distorted realities. By leaving key infrastructural communication systems 
underdeveloped, the state unnecessarily exposes itself to additional security risks. 

Furthermore, addressing the problem of underdeveloped infrastructure, the economic and 
the financial institutions in the RoC have not diversified adequately. Insecure economies, that cannot 
achieve flexibility and resilience, become vulnerable to threats. At first glance, the RoC has been a 
successful financial and real estate bubble. Not only that, but tourism has brought strong economic 
incentives for additional investment in the tourist and hospitality sectors, thus being important 
sources of revenue for the Republic. Nonetheless, there is often uneven distribution of such wealth, 
prioritising certain sectors at the expense of others. With COVID-19, for instance, tourism and 
hospitality in 2020 plunged at over 70% compared to pre-pandemic levels.64 Moreover, the RoC 
failed to diversify its energy supply, leading to over-reliance on fossil fuels and the recent collapse 
of the extravagantly promised EastMed pipeline project caused tremors to the small Cypriot 
society.65 The over-reliance of the economy on sectors that fail to yield desirable results leaves a 
state exposed to the possibility of threats.66 As such, it is worth noting that economic safeguards 
shape security and national security discourses, thus added security emphasis should be placed on 
the economy.67 

Furthermore, in terms of defence and security, there has been minimal investment in internal 
security infrastructure. State and institutional infrastructure frameworks extend to a plethora of 
possible threats, ranging from good practices within the state apparatus that extend to society, such 
as policing and security forces, to other technical and technological mechanisms, such as 

 
60 Office of the Commissioner of Electronic Communications & Postal Regulations, Cybersecurity Strategy of the 
Republic of Cyprus: Network and Information Security and Protection of Critical Information Infrastructures, 
https://dsa.cy/images/pdf-upload/Cybersecurity-Strategy-of-the-Republic-of-Cyprus-v1.0_English_final.pdf. 
61 Petros Petrikkos, “Building Infrastructures: Reviewing Cypriot Cybersecurity Practices”, Global Risk Insights, 8 April 
2019, https://globalriskinsights.com/2019/04/building-infrastructures-reviewing-cypriot-.cybers.ecurity-practices/.  
62 ENISA, “CSIRTs by Country - Interactive Map”, [n.d.] https://www.enisa.europa.eu/topics/csirts-in-europe/csirt-
inventory/certs-by-country-interactive-map. 
63 Leonie Maria Tanczer, Irina Brass and Madeline Carr, “CSIRTs and Global Cybersecurity: How Technical Experts 
Support Science Diplomacy”, Global Policy, 9:S3 (2018), https://doi.org/10.1111/1758-5899.12625. 
64 “COVID-19 Choking Cypriot Economy, March Tourism Falls 73.5%”, The National  Herald, 22  May  2020, 
https://www.thenationalherald.com/cyprus_economy/arthro/covid_19_choking_cypriot_economy_march_tourism_falls_7
3_5-335713/; “Pandemic Entanglement: COVID-19 and Hybrid Threats in the Republic of Cyprus”, https://www. 
researchgate.net/publication/356459925_Pandemic_Entanglement_COVID19_and_Hybrid_Threats_in_the_Republic_of
_Cyprus. 
65 Charles Ellinas, “EastMed: The US just stated the obvious”, Cyprus Mail, 16 January 2022, https://cyprus-
mail.com/2022/01/16/eastmed-the-us-just-stated-the-obvious/.  
66 Robert Osei-Kyei, Vivian Tam, Mingxue Ma and Fidelis Mashiri, “Critical Review of the Threats Affecting the Building 
of Critical Infrastructure Resilience”, International Journal of Disaster Risk Reduction, 60:15 (2021), 
https://www.sciencedirect.com/journal/international-journal-of-disaster-risk-reduction/vol/60/suppl/C. 
67 Jeremy Walker and Melinda Cooper, “Genealogies of Resilience: From Systems Ecology to the Political Economy of 
Crisis Adaptation”, Security Dialogue, 42:2 (2011), 143-160; Christian Fjäder, “The Nation-State, National Security and 
Resilience in the Age of Globalisation”, Resilience, 2:2 (2014), 114-129. 
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cybersecurity practices. In terms of policing, the Republic has working frameworks that focus on a 
combination of civilian and intelligence security practices. The Cypriot intelligence agency KYP 
(whose initials translate as “Cypriot Information Service”) is an example of such a service that was 
left unregulated for decades (1970-2016),68 with no legal framework in place to check on its unseen 
powers. Following a scandal in 2015, which revealed that KYP was spying on phone 
communications,69 the unchecked powers of the intelligence agency were immediately recognised 
as a serious vulnerability, prompting lawmakers to urgently address it through regulation.  

Similarly, the state needs to invest more on securing governmental online spaces. While 
there is a great level of investment in corporate cybersecurity training, only small steps are 
undertaken in translating this to policy needs. Characteristically, cybersecurity training programs, 
often, rely on the technical and not so much on the implementation phase across institutions. Real 
expertise is lacking, yet this is hopefully going to be addressed with the introduction of a proposed 
Digital Academy in 2022, as it was reported by governmental stakeholders in the media.70 

RoC Capabilities 

While it is ultimately easy to paint an overall negative picture to depict these hybrid security 
challenges, it must be emphasised that there are noteworthy attempts in the making for addressing 
these institutional and infrastructure gaps. Recently, state institutions have started to develop new 
capabilities, or improved existing ones, in order to address contemporary threats. The examples that 
follow are evidence of resilience-building mechanisms that aim at improving the general sense of 
security at state and societal level, while, equally, anticipating more concrete developments in 
material terms as well. 

Characteristically, the COVID-19 pandemic, and perhaps paradoxically too, has been a 
catalyst for the RoC to move in and update some of its infrastructure and to digitalise certain 
services, 71  such as the General Health System, via the newly introduced Deputy Ministry of 
Research, Innovation and Digital Policy. This equally led to a general improvement in other state 
services, in an overall positively transformative fashion. Police agencies, the National Guard, the 
Ministry of Foreign Affairs, and the Ministry of Defence have all seen improvements in how they 
mediate their success stories online while disseminating important information in their digital spaces. 
Additionally, the aforementioned Digital Security Authority, while experiencing its own deficits, shows 
commitment in revising policy and acting as a watchdog to protect the wellbeing of citizens, evident 
in its frequent notifications on its website, its newsletters and through its informative posts on social 
media that aim at raising public awareness over cyber-attacks, electronic fraud, and other criminal 
or illegitimate activity against the public. 

As already mentioned, the state suffers from critical infrastructural deficits in its holistic 
approach to security. The RoC, nonetheless, has taken some steps within the EU towards ensuring 
greater security online. For instance, through the initiative of the European Security and Defence 

 
68 Corina Demetriou, “Short Thematic Report (Cyprus) National Intelligence Authorities and Surveillance in the EU: 
Fundamental Rights Safeguards and Remedies, European Union Agency for Fundamental Rights, Nicosia, 2016, 
https://fra.europa.eu/sites/default/files/fra_uploads/cyprus-study-data-surveillance-ii-cy.pdf.  
69 George Psyllides, “Intelligence chief resigns after spy tech revelations”, Cyprus Mail, 11 July 2015, https://cyprus-
mail.com/2015/07/11/intelligence-chief-resigns-after-spy-tech-revelations/.  
70 Marios Christofi, “Kokkinos: heading straight for an anthropocentric digital transformation” [in Greek], Kathimerini, 
https://www.kathimerini.com.cy/gr/politiki/kokkinos-proso-olotaxws-gia-ena-anthropokentriko-psifiako-metasximatismo.  
71 Charis Vlados and Dimos Chatzinikolaou, “Evolutionary Transformation of the Global System and the COVID-19 
Pandemic: The Search for a New Development Trajectory”, Cyprus Review 33:1 (2021), 127-166 (127, 357). 
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College (ESDC), it has hosted seminars on cybersecurity practices across the wider regional cyber 
ecosystem.72 Another example, is the joint naval-air activities and exercises with other states, such 
as France, Israel, Egypt, Greece, the United Kingdom and the United States, that have increased in 
the last decade, providing maritime awareness in the Eastern Mediterranean.73  Such activities 
enhance the image of the RoC as a reliable security and defence player. Moreover, joint exercises 
can be used as an important diplomatic tool, as an expression of mutual trust and friendship while 
reassuring allies of the Republic’s intentions. These defence diplomacy activities assist the 
development of a positive geopolitical image for the RoC.  

Such collaborations have been possible due to the Republic’s membership in international 
institutions such as the European Union and in its security and defence frameworks like the Common 
Defence and Security Policy (CSDP), the European Defence Agency (EDA) and the Permanent 
Structured Cooperation (PESCO). Moreover, it plays an important role in cultivating educational 
awareness, training and establishing a common strategic and security culture.74 The question of 
leadership, institutional cultural and the availability of suitable tools in implementing security policies 
are crucial within any institutional environment, especially for a small state like Cyprus.75 

Conclusion - Reflections 

Small states and societies experiencing conventional conflict may often disregard other security 
challenges emanating from hybrid threats. As seen in the case of the Republic of Cyprus, although 
the origin of the latter threats is the same as the root of the conventional conflict, there is an extended 
emphasis on the overarching security problem and the de facto division of the island, due to the 
Turkish occupation, and a respective tolerance or underestimation towards non-conventional 
threats. At the same time, small states often exhibit security gaps and vulnerabilities due to poor 
institutional and infrastructure development. An increasingly important factor in defending a state 
and its society against hybrid threats is to build strong resilient systems and frameworks that are 
highly adaptable to the changing nature of contemporary threats. In the case of Cyprus, it becomes 
evident that small states have more to gain from improving these critical domains and much more to 
lose if they do not prioritise the revision and strengthening of these security frameworks. Hybrid 
threats go beyond the mere conflict itself. While the authors do not advocate the dismissal or 
underestimation of the military threat, deriving from the invasion and occupation of the northern part 
of the island, the recognition and effective addressing of potential hybrid threats is extremely 
significant for the strategic survival of the Republic and the security of its society. 

 

 

 
72 European Security and Defence College, “The Role of the EU Cyber Ecosystem in Global Security Stability, 6-8 July 
2021, Cyprus”, ESDC, 10 July 2021, https://esdc.europa.eu/2021/07/10/the-role-of-the-eu-cyber-ecosystem-in-global-
cyber-security-stability-6-8-july-2021-cyprus/. 
73 Marinos Papaioakeim, “Defence Diplomacy by the Republic of Cyprus: A Dynamic Policy in the Process of 
Maturation”, in Zenonas Tziarras (ed.), The Foreign Policy of the Republic of Cyprus: Local, Regional, and International 
Dimensions, (Cham: Palgrave Macmillan, 2022), [forthcoming]; Petros Petrikkos, “Stuck in the Middle: Constructing 
Maturing and Restoring Balance in RoC-EU Relations'', in Tziarras, op. cit. 
74 Petros Petrikkos, “Rethinking EU Security After 9/11: Hybrid Threats in Small EU Member-States”, Journal of 
Intelligence, Propaganda and Security Studies, 15:2 (2021), 137-147. 
75 Stephanie C. Hoffman, “Why Institutional Overlap Matters: CSDP in the European Security Architecture”, Journal of 
Common Market Studies, 49:1 (2011), 101-120 (102). 
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