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Within the scope of “traditional” intelligence failure and strategic surprise scholarship, adversaries were 
anticipated to be state actors that lunched surprise conventional attacks during a security crisis. More 
recently, attacks have been witnessed in peacetime by state and non-state actors alike who operated in 
more sophisticated ways, leading analysts to wonder if intelligence failure and strategic surprise theories can 
adequately analyse contemporary cases of surprise attacks. This paper starts by presenting the major pillars 
of Handel’s theory of strategic surprise attacks before proceeding to a comparative case study analysis of 
the intelligence failures of Pearl Harbor and September 11 (9/11) in 1941 and 2001 respectively. Using 
Handel’s theory of strategic surprise, this paper suggests that traditional problems associated with 
intelligence failure were apparent in both case studies. However, five significant factors appear to have been 
particularly affected by the evolution of the traditional intelligence paradigm: terror groups do not use a 
surprise attack like nations do; the complexity and uncertainty in identifying intentions and capabilities of a 
terrorist group are exacerbated; the use of deception differs in the context of terrorist attacks; ethnocentric 
biases are enhanced in decision-making processes with regards to terrorist threat calculations; and finally, 
the technological dimension acquires a newfound importance in determining the potential for intelligence 
success. Conclusively, terrorist surprise attacks do not fit perfectly into the traditional surprise attack theory; 
therefore, understanding and, more crucially, avoiding future terrorist attacks is contingent on transcending 
the limitations of traditional intelligence theory.  
 
 

Intelligence failures have always received a lot more attention than successes. Historical events 
such as the Pearl Harbor attack, the 9/11 attacks and NATO’s air campaign in Libya, all received 

unprecedented attention, contributing to the establishment of high-level commissions to investigate 
the causes of failure. The findings of the post-mortem reports, such as the Butler Report for the 

alleged weapons of mass destruction in Iraq,1 have been used by scholars to assist in their 
analysis of intelligence failures;2 while academics and researchers have formulated their own 

                                            
Abigail Lucirose Birch is a first-class Economics graduate from the University of Buckingham currently 
undertaking an MA in Security and Intelligence Studies at the University of Buckingham Centre for Security 
and Intelligence Studies. Her research interests include intelligence failures as well as the organisation of 
terrorist cells and how counterterrorist agencies are adapting to non-traditional threats.  
 
1 House of Commons, Committee of Privy Counsellors, Review of Intelligence on Weapons of Mass 
Destruction, HC 898 (London: The Stationary Office, 2004), https://fas.org/irp/world/uk/butler071404.pdf.  
2 Notable works include: Roberta Wohlstetter, Pearl Harbor: Warning and Decision (Palo Alto, CA: Stanford 
University Press,1962); Avi Shlaim, “Failures in national intelligence estimates: The case of the Yom Kippur 
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definition of the term intelligence failure, in its simplest form it is a discrepancy in the intelligence 

cycle.  
As argued by Laqueur, “One of the major functions of an Intelligence service is to shield those 

it serves against surprise”.3 Cancian defines surprise “when events occur that so contravene the 

victim’s expectations that opponents gain a major advantage”.4 In most incidents of surprise, the 
victim had some warning about the intended attack. However, either the victim was unable to 

connect the dots in time, or it acted too late to make successful arrangements to minimise its 
effect. While the aforementioned concepts clarify that surprise can be achieved from the failure of 

the victim’s intelligence agency, it is important to mention that surprise can also be achieved from 
the success of the attacker. This could be achieved at different levels, including the strategic, 

operational, tactical or technological.5  
It is often easy to classify the causes of surprise attacks using hindsight. It is harder though to 

capture what was known at the time about a potential surprise, and therefore make a judgement 
about what intelligence professionals should have been expecting. This fallacy has led many 

scholars to conclude that the studies of military surprise have reached the point of diminishing 

return.6  
While terrorist attacks are surprise attacks, as such they are rarely studied. This paper aims to 

integrate understanding from the traditional literature on military surprise attacks and terrorism. In 
order to achieve this, the paper will be divided into three sections. Firstly, an exposition of Handel’s 

theory of strategic surprise attacks will be conveyed. Handel attempts to provide an explanation as 
to why historical intelligence operations more than often fail, as “surprise is almost always 

unavoidable – and will continue to be so in the foreseeable future – despite all efforts to the 
contrary”.7 Then, case study analysis will be carried out for the intelligence operations of Pearl 

Harbor and 9/11. Finally, conclusions will be drawn, as well as recommendations to future 

researchers.  

                                                                                                                                                 
War”, World Politics: A Quarterly Journal of International Relations 28:3 (1976), 348-380; Robert Jervis, 
“Reports, politics, and intelligence failures: The case of Iraq”, Journal of strategic studies 29:1 (2006), 3-52.  
3 Walter Laqueur, A World of Secrets: The Uses and Limits of Intelligence (New York: Basic Books, 1985), 
255. 
4 Mark Cancian, “Coping with Surprise in Great Power Conflicts” (CSIS International Security Program, 
2018), 11, https://csis-website-prod.s3.amazonaws.com/s3fs-public/publication/180227_ Cancian_ 
CopingWithSurprise_wAppen_Web.pdf.  
5 Ibid, 11. 
6 Scholars such as: Richard Betts, “Analysis, war, and decision: Why intelligence failures are inevitable”, 
World Politics 31:1 (1978), 61-89; Michael Handel, “Intelligence and the problem of strategic surprise”, The 
Journal of Strategic Studies 7:3 (1984), 229-281; Wohlstetter, Pearl Harbor. 
7 Handel, “Intelligence”, 229. 
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Handel’s theory of strategic surprise attacks 

Estimating risk 

Setting the basis of his theory, Handel identified that there are asymmetric perceptions that set the 
stage for surprise attacks and intelligence failure – better known as the risk paradox. According to 

Handel, the “nature of risks […] adds another dimension of uncertainty to […] intelligence 
estimates. Assuming rational behaviour […the] analyst can […] predict that a very risky operation” 

will not occur.8 While correct in theory, the rational assumption is unreliable in practice. Attacking a 

certain place or time would involve high costs, meaning high-risk strategies are usually ignored.9 
Opting for a high-risk strategy allows the weaker party to use surprise as a force multiplier to 

reverse the force ratio in their favour.10 
He further described that “[e]stimating risks requires an intimate grasp of the adversary’s 

culture and capabilities”,11 yet defining intentions and capabilities is a complex and time-consuming 
process. Handel illustrated the complexity of the estimative process through Figure 1.12 As shown, 

adversaries may expand their capabilities if they have harbored offensive intentions (arrow A), 
claim that they need capabilities comparable to the enemy (arrow C) or augment their capabilities 

in response to his perception of the intentions of other nations (arrow D). 
 

 

 
 

 
 

 
 

 
 

 
 

Figure 1. Handel’s complexity of the estimative process.  

                                            
8 Handel, “Intelligence”, 242. 
9 Michael Handel, “The Yom Kippur War and the Inevitability of Surprise”, International Studies Quarterly 
21:3 (1977), 468. 
10 Handel, “Intelligence”, 230. 
11 Ibid, 243. 
12 Ibid, 240. 
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While Handel argued that the analysis of intentions and capabilities could help recognise the 

actions of the opponent, he believed that the study of intentions should be emphasised because an 
adversary can still decide to attack even though his capabilities are relatively weak.13 He further 

underlined that the difficulty of identifying the intentions and capabilities of an adversary may be 

due to the barrier of noise. Collected intelligence can be divided into two categories: correct or 
incorrect (signals or noise). But in reality, it is usually impossible to differentiate between signals 

and noises, “both valid and invalid information must be treated on a similar basis.”14 Handel 
recognised that ambiguity causes this inefficient collection process.15 Another problem that can 

add further complexity to the barrier of the noise problem is deception.16 If the country is aware of 
its relative vulnerability it may resort to deceiving its enemy to further confuse the analyst. Handel 

believes that “deception will play a much more critical role in future wars”.17 
 

Cognitive rigidity 

According to Handel, intelligence professionals frequently arrive at the wrong conclusions, despite 

the presence of sufficient indicators, because the process “is ultimately determined by human 

beings”.18 Concerning the intentions and capabilities of their adversary, Handel stressed that all 
analysis is inevitably based on pre-existing beliefs. When analysts hold assumptions about enemy 

behaviour, they prefer to pay attention to signals that reinforce their beliefs, and are less likely to 
consider opposing knowledge. This was exposed as one of the main explanations in US failure to 

foresee the Arab attack against Israel in 1973.19 
Handel emphasised that “perceptual errors are a result of either projecting one’s own culture, 

ideological beliefs, military doctrine, and expectations on the adversary”.20 People see the external 
world inside out, which then implies a misjudgment of the culture, motives and capabilities of the 

opponent. Holding a pessimistic view, he claimed that to some degree ethnocentric biases are 

unavoidable, as they naturally act as a defensive mechanism. If analysts were to know the true 

                                            
13 Handel, “The Yom Kippur War”, 475. 
14 Ibid, 467. 
15 Handel, “Intelligence”, 237. 
16 Handel, “The Yom Kippur War”, 466-467. 
17 Handel, “Intelligence”, 233. 
18 Ibid, 236. 
19 Director of Central Intelligence, The Performance of the Intelligence Community Before the Arab-Israeli 
War of October 1973: A Preliminary Post-Mortem Report, December 1973, i, https://www.cia.gov/ 
readingroom/docs/1973-12-20-CM.pdf. 
20 Handel, “Intelligence”, 250. 
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mind of their adversary, they may become demoralised. Handel believed that ethnocentric biases 

explained most strategic surprises.21 
 

Bureaucratic explanations 

Finally, Handel drew attention to bureaucratic explanations that justify the inability to anticipate a 
surprise attack. He analysed these explanations under the headings of coordination, groupthink 

and excessive secrecy.  
The quality of intelligence can be distorted when parochial views arise. Typically, agencies that 

are specialised have a narrower focus of attention that can hinder the formulation of a more 
general outlook. Handel argued that for producing high-quality intelligence estimates, strong 

coordination is “absolutely essential”, as it can spur competition and encourage agencies to act 
more efficiently with their time and resources.22  

Another bureaucratic problem is the existence of groupthink. It has been found that individuals 
within a group feel pressured to reach a consensus, particularly when workers share similar 

educational and career objectives. The most harmful pitfall of groupthink is the adoption of 

unrealistic images and concepts about an adversary. This dilemma is likely to result in distorted 
intelligence in which analysts and decision-makers ignore evidence that does not fit the consensus 

of their agency.23 
Last but not least, is the issue of excessive secrecy. Handel believed that the main symptom 

of this problem was the compartmentalisation with and within agencies. 24  Consequently, 
organisations are not always familiar with the intelligence possessed by other organisations which 

may result in failure to act or lead to the duplication of efforts. With most organisations unaware of 
the urgent need to coordinate actions or oblivious to the problem itself, miscalculations can have 

costly effects.25  

Pearl Harbor 
 

On Sunday 7 December 1941, the Japanese launched an attack on American military installations 

and naval vessels in the Hawaiian Islands, an elaborate operation that they had been planning in 
secrecy. Achieving complete surprise, the name Pearl Harbor has become a symbol of the 

                                            
21 Handel, “Intelligence”, 250. 
22 Ibid, 263. 
23 Luis Garicano and Richard Posner, “Intelligence Failures: An Organisational Economic Perspective”, 
Journal of Economic Perspectives 19:4 (2005), 152. 
24 Handel, “Intelligence”, 265. 
25 See Jervis, “Reports, Politics, and Intelligence Failures”, 31. 
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disastrous inability of the United States to interpret correctly the intelligence received in the 

preceding weeks that suggested a direct assault against it. 
 

Estimating risk 

In the months ahead of the attack, the US intelligence community (IC) held an enormous volume of 
intelligence on Japan. They believed that the anticipated attack would be in South East Asia, as 

opposed to Pearl Harbor, because analysts underestimated Japan’s willingness to launch such an 
elaborate and risky operation. Unknown to US intelligence, the Japanese had discussed, as early 

as 1st February, that they could only achieve their objectives if they destroyed the American fleet in 
Hawaiian waters.26 The inability of Washington to anticipate the Japanese attack on Pearl Harbor 

can be explained by Handel’s risk paradox. The US intelligence was unable to comprehend an 
operation in Hawaii because attacking American soil involved the demanding engagement of 

multiple assets in a high-risk operation. However, since the US military strength far exceeded that 
of Japan’s, the latter had no choice but to adopt a high-risk strategy. The Japanese had estimated 

a one-third loss to their own fleet from the attack, thus emphasising their commitment to the 

operation.27 The surprise attack at Pearl Harbor was intended to act as a force multiplier for Japan 
in order to reverse the force ratio in their favour.  

American officials seriously misjudged Japanese intentions and capabilities. The relationship 
between the US and Japan had been historically turbulent, with their outlook on asymmetric and 

unpredictable war. Negotiations between the US and Japan became increasingly tense after 
Roosevelt froze assets between the two countries, attempting to manage their contradictions 

without military confrontation.28 Contrary to Roosevelt’s beliefs, the Japanese deployed a powerful 
strike force against the Americans, one that was far more capable than the US anticipated in a 

single operation.29  The nature of Japan’s attack supports the argument made by Handel in 

explaining the complexity of the estimative process. Even though Japan had weak air-naval 
capabilities relative to the US, their ability to utilise technology helped them achieve a surprise 

attack. For example, most American naval officers assumed that the technology in Japanese 
destroyers was inferior when it was in fact four or five times more powerful than their own.30 As a 

                                            
26 Joint Committee on the Investigation of the Pearl Harbor Congress of the United States, Investigation of 
the Pearl Harbor Attack, (Washington: US Government Printing Office, 1946), 53, http://www.ibiblio.org/pha/ 
congress/Vol40.pdf. 
27 Wohlstetter, Pearl Harbor, 69. 
28 Erik Dahl, “Reassessing the Intelligence Failure at Pearl Harbor”, APSA 2011 Annual Meeting Paper, 
2011, 30, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1900549. 
29 Investigation of the Pearl Harbor Attack, 251. 
30 Wohlstetter, Pearl Harbor, 337. 
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result, the US failed to assess correctly and effectively the imminent threat, incapable of 

understanding and appreciating Japan’s intentions and its willingness to attack, as well as their 
technological capabilities.   

Central to the intelligence failure of Pearl Harbor was the barrier of the noise problem. Never 

had the US IC had so much information about an adversary, yet the failure stemmed from the 
inability to pick out relevant intelligence due to the large volume of irrelevant material. During 1941, 

MAGIC was an allied cryptologic project tasked to decode Japanese radio transmissions. MAGIC 
gave the US valuable intelligence about Japan’s intentions and capabilities, but the signals were 

ambiguous and came in unmanageable volumes.31 For example, Washington received a significant 
number of signals about Pearl Harbor, but these were competing with European theatre signals 

announcing danger much more frequently than signals from South East Asia.32 Handel referred to 
the question as the “signals to noise problem”. This complexity facilitated failure, as the Americans 

were unable to completely rely on any material to determine where or when an attack might occur. 
For example, lost amid the noise was an important signal that came in January 1941, indicating 

that the Japanese were preparing a surprise attack on Pearl Harbor.33  

Lastly, Handel discussed how deception will complicate the intelligence analyst’s already 
difficult job. Deception can be identified in the Pearl Harbor case as Japan intentionally feeding 

noise into the intelligence arena. False radio signals led the US to conclude that some ships were 
manoeuvring close to Japan’s coastline when they were actually bound for Hawaii.34 

 
Cognitive Rigidity 

Hindsight allowed investigators to identify that MAGIC contained obvious data to a direct attack on 
the US. 35 Yet, virtually everyone interviewed for the official inquiry testified that they were surprised 

by the location attacked. At the time, the American preconceptions of Japan was that “she was 

militarily overextended on the mainland of Asia […] and psychologically aware of the fact that her 
economic structure is crumbling” therefore her “most probable line of action [...] will be to continue 

her efforts to secure a relaxation of American economic pressure”.36 The Americans believed that if 
Japan attempted violence, they lacked the power to seriously damage the US. However, this 
                                            
31 Dahl, “Failure at Pearl Harbor”, 8. 
32 Masahiko Kobayashi, “US Failures in the Pearl Harbor Attack: Lessons for Intelligence”, Master of Arts 
Law and Diplomacy thesis, Tafts University, May 2005, 8, https://dl.tufts.edu/pdfviewer/ks65hq062/ 
nz806b10r. 
33 Wohlstetter, Pearl Harbor, 386. 
34 Ibid, 393. 
35 Gordon Prange, At Dawn We Slept: The Untold Story of Pearl Harbor (New York: McGraw-Hill, 1981), 372. 
36 Wohlstetter, Pearl Harbor, 293. 
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tendency to base analysis on pre-existing beliefs is described by Handel as one of the causes of 

intelligence failure. Given the volume of intelligence about Japan’s capabilities that were 
intercepted in 1941, there were usually several plausible alternative hypotheses, so it’s not 

surprising that intelligence was selected that matched American preconceptions about Japan.37 

Pearl Harbor’s official report concluded that if the IC had a keener awareness of the intelligence’s 
significance, someone would have been able to conclude that an attack at Pearl Harbor was highly 

probable.38 

Another reason why the Americans didn’t anticipate a direct attack on the US was because, if 

put in a similar position, the US would not have attacked a country more powerful than them.39 
Washington regretted anticipating the economic consequences of Roosevelt’s US-Japan trade ban 

on Tokyo, leading Japan to a much more militant approach. Handel notes that ethnocentric biases 
are unavoidable as they naturally act as a defensive mechanism. The Americans believed that the 

Japanese were technologically inferior and lacked determination compared to themselves. If the 
intelligence analysts and decision makers in Washington knew the true mind of Japan’s plans to 

attack Pearl Harbor, the US would have been demoralised. 

 
Bureaucratic Explanations 

Coordination between agencies was at the heart of the intelligence failure at Pearl Harbor. One 
failure in coordination was the assumption of responsibility by the Navy for distant reconnaissance, 

which is normally a task of the Army.40 Following admiral Kimmel’s (commander of US Pacific 
Fleet) decision to not establish direct reconnaissance, the US Navy didn’t maintain effective 

communication with the Army.41 Thus, no one knew who had responsibility for defense at Pearl 
Harbor.42 The Congress report determined that at no point did the Navy and Army commanders sit 

down to discuss what intelligence they had together and what they could do in the days leading up 

to the surprise attack to defend the fleet at Pearl Harbor.43 Coordination is a challenge that Handel 
stressed. He said that coordination between agencies has the power to spur competition, which 

leads to better results. For example, if Kimmel and major general Short (military commander in 
Hawaii) understood each other’s decisions and procedures, certain parochial biases might have 
                                            
37 Matthew Cadbury, “Pearl Harbor: Intelligence, psychology and command failure”, Journal of Intelligence 
and Terrorism Studies 2 (2017), 7; also Wohlstetter, Pearl Harbor, 393. 
38 Investigation of the Pearl Harbor Attack, 259. 
39 Ibid, 4. 
40 Ibid, 83. 
41 Ibid, 119. 
42 Wohlstetter, Pearl Harbor, 10. 
43 Investigation of the Pearl Harbor Attack, 150. 
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been reversed. More diversity in their intelligence assessments may have given them a wider 

choice of interpretations, contributing to a wider spectrum of intelligence hypotheses.  
Not only was coordination a problem between the Navy and the Army, but also between 

Washington and Hawaii. Hawaiian services had different sets of signals before them, drawing 

conclusions that differed from those of Washington.44 Communication and coordination were at the 
root of this confusion in earlier alerts as Washington had a much clearer picture of intelligence than 

Pearl Harbor did.45 No one person or agency ever had at one point all of the signals that existed, 
“[t]he signals lay scattered in a number of different agencies; some decoded; and some not”.46 

However, when adequately coordinated from all sources, post-mortem reports reveal that the 
intelligence indicated that there was a probability of a war within days.  

Although not explicitly mentioned in the official Pearl Harbor report, groupthink is a 
phenomenon, which likely prevailed within the IC in the months preceding the Japanese attack.47 

Despite the interception of MAGIC, US Navy and Army officers based in Hawaii did not take 
warnings from Washington about a potential attack seriously. The officers simply believed that the 

Japanese would not risk attacking the US. The main problem was that nobody challenged this idea 

because they were thinking the same, and instead rationalised why an attack was unlikely to 
happen rather than consider that it might.  

The operation of MAGIC was kept secret as the US wanted to ensure that Japan did not learn 
of their intelligence discoveries.48 Since MAGIC was so closely guarded, it meant that there was no 

opportunity to examine the messages over a substantial period of time. According to the official 
report, both Kimmel and Short argued “that they were wrongfully deprived of intelligence 

discovered” 49  through MAGIC that was available to Washington. They admitted that this 
intelligence “would have completely altered their estimate of the situation” and could have 

ultimately led to different results.50 The secrecy of MAGIC restricted vital intelligence to a few 

decision-makers in Washington, who were not trained intelligence analysts. This adversely 
influenced the analysis and dissemination of relevant intelligence that ultimately contained 

operational information about the pending attack. The challenge of excessive secrecy was 
emphasised in Handel’s theory, describing that most agencies are unaware of the urgent need to 

                                            
44 Wohlstetter, Pearl Harbor, 71. 
45 Robert Piacine, Pearl Harbor; Failure of Intelligence?” (ebook, Pickle Partners, 2016), 26. 
46 Wohlstetter, Pearl Harbor, 385. 
47#Dahl, “Failure at Pearl Harbor”, 8.#
48 Wohlstetter, Pearl Harbor, 177. 
49 Investigation of the Pearl Harbor Attack, 232. 
50 Ibid, 232. 
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coordinate actions. As demonstrated, this was profound in the Pearl Harbor case where 

Washington prioritised the secrecy of MAGIC over the coordination of intelligence between 
agencies. This led to incapable individuals in Washington being responsible for analysing the data 

and making decisions without consulting Hawaii. 

9/11 

The 11 September attacks of 2001 (prevailed as 9/11) were the most pivotal events in the post-

Cold War security landscape. Nineteen militants affiliated with the Islamic terrorist group Al-Qaeda 
launched four concessive surprise attacks early in the morning. Using a host of modern 

technologies, they were able to successfully hijack four aircrafts and fly into three highly significant 
US landmarks. 

 
Estimating Risk 

Despite receiving a large volume of intelligence indicating a possible terrorist attack on American 
soil, the US Senate report confirmed that the general belief of the IC was that terrorism was not a 

domestic threat.51 More notably, “the FBI’s Executive Assistant Director for Counterterrorism […] 

thought there was a […] 98 percent” chance of the attack being overseas.52 The inability to 
anticipate an attack on home soil can be explained by Handel’s risk paradox. Similar to the case of 

Pearl Harbor, the IC in 2001 did not pay sufficient attention to the risk of an attack at home 
because of the risks and costs involved. They assumed that the threat from Bin Laden would 

continue to be focused on US interests overseas, as it had been for the preceding decade. While 
Handel was correct in explaining why nations fail to predict an attack, the rationale behind the 

choice of a high-risk plan for a terror attack varies from the justification behind a military attack. 
The main aim of choosing a high-risk strategy in terrorism is not to reverse the players’ force ratio, 

yet it is to magnify the effect. In an effort to gain as much publicity as possible, tactically surprising 

their opponents allows terror groups to inflict widespread destruction on them. In the case of 9/11, 
Al-Qaeda had no choice but to take the highest-risk strategy in order to achieve their political 

objectives, cause the most damage and the most publicity coverage. 

                                            
51 National Commission on Terrorist Attacks upon the United States, The 9/11 Commission Report Executive 
Summary (Washington: US Government Printing Office, 2004), 6, https://govinfo.library.unt.edu/911/report 
/911Report_Exec.pdf.  
52 US Senate Select Committee on Intelligence and US House Permanent Select Committee on Intelligence, 
Joint Inquiry into Intelligence Community Activities Before and After the Terrorist Attacks of September 11 
2001 (Washington: Select Committee on Intelligence, 2002), 8, https://fas.org/irp/ congress/ 2002_rpt/ 
911rept.pdf.  
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Al-Qaeda was “dispatched by an organisation based in one of the poorest, most remote, and 

least industrialised countries on earth”.53 Despite their size and constraints, however, Al-Qaeda 
achieved strategic surprise. They used a host of modern technologies that allowed them to 

orchestrate a major assault without the preparation, equipment, or infrastructure normally 

associated with a surprise attack of its size. Prior to the attacks, the technology incorporated was 
known to senior officials, but they lacked the knowledge to assess the capabilities of their enemy. 

This led them to underestimate Al-Qaeda’s willingness to innovate and find ways to gain the 
element of surprise. According to Handel’s traditional surprise attack model, to precisely estimate 

risks it is more important for the IC to understand the adversary’s intentions than their capabilities. 
But analysts and decision-makers today believe they’ve seen what the motives of a terrorist enemy 

are, particularly in the case of Bin Laden, where he wasn’t discreet about publicising his desire “to 
kill Americans indiscriminately and in large numbers”.54 Instead, with technology rapidly advancing 

with every planned attack, the IC now demands to know what terrorists are planning on an 
operational and tactical level, what weapons they have access to, how they plan to use them, and 

where they will be able to operate.  

As 2001 began, counterterrorism officials received an unprecedented volume of reports about 
Bin Laden and his terrorist activity indicating that he “may presage [an] attack”.55 Because of the 

surge of incoming intelligence, IC leaders were convinced that something was going to happen, but 
lacked the knowledge of the tactical nature of the attacks that were being planned.56 However, with 

hindsight, various threads of intelligence were identified that were both relevant and significant on 
a tactical level but due to the signal to noise ratio the analysts struggled to piece the intelligence 

together. Unlike the failure in 1941, however, in which the Japanese intentionally introduced noise 
into the intelligence arena to confuse the US IC, the key explanation for the inability to distinguish 

the signals within the noise in 2001 was largely due to the level of uncertainty in the information 

provided. 
As mentioned, the attacker can feed noise into the already ambiguous intelligence arena to 

divert their enemy’s attention.57 However, Bin Laden’s denial and deception (D&D)58 programme 

                                            
53 National Commission on Terrorist Attacks upon the United States The 9/11 Commission Report 
(Washington: U.S. Government Printing Office, 2004), 340, https://www.9-11commission.gov/report/ 
911Report.pdf  
54 The 9/11 Commission Report Executive Summary, 2.  
55 The 9/11 Commission Report, 254-255. 
56 Ibid, 263. 
57 Handel, “Intelligence”, 233. 
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was used tactically and operationally in order to achieve effects that were to magnify into a larger 

grand strategy. These D&D tactics were used by Al-Qaeda as direct preparation for the attacks. 
For example, Khalid Shiek Muhammad admitted that he “taught [the hijackers] Western skills, such 

as ordering at fast-food restaurants”59 and how to wear Western clothes, amongst other things.  

 

Cognitive Rigidity 

The evidence shows that many key members of the IC were “insensitive, skeptical and downright 
hostile”60 to warnings regarding terrorism, Bin Laden and Al-Qaeda. The explanation for this 

attitude was likely because of their preconceptions about Al-Qaeda’s objectives. As previously 
stated, analysts were almost certain that the attack was planned overseas. Similar to the case at 

Pearl Harbor, analysts in 2001 were less likely to accept new information, which may have 
indicated an attack within US borders. Instead, they conformed to intelligence which indicated that 

the threat from Al-Qaeda continued to be overseas. The IC’s misconceptions about where the 
threat was helps explain why security at airports and on domestic flights in 2001 was not improved. 

Both the Federal Aviation Administration (FAA) and the North American Aerospace Defense 

Command (NORAD) tended to view incoming threats as low probability, thus low priority. This 
meant that the FAA and NORAD were seriously unprepared for the nature of the attack that was 

launched on 11 September. They struggled to build a strong defense against, what they called, a 
“new type of war”.61 

“The history, culture, and body of beliefs from which Bin Laden shaped and spread his 
message were largely unknown to Americans”.62 Without this knowledge, the IC was unable to fully 

understand Bin Laden’s mindset, and therefore unable to provide an explanation for Al Qaeda’s 
past attacks and future plans. There had been cultural asymmetry between America and Bin 

Laden. Afghanistan seemed far away to America, yet America seemed very close to Al-Qaeda 

members. The 9/11 commission report argues that in a sense, Al-Qaeda was more globalised than 
the US.63 Due to this disparity, analysts were unable to understand an attack like 9/11. Also seen in 

Pearl Harbor, ethnocentric biases played a big part in the intelligence failure of 2001 showcasing 
                                                                                                                                                 
58 For the importance of D&D to Al-Qaeda on a tactical and operational level see Devin Jessee, “Tactical 
Means, Strategic Ends: Al Qaeda’s Use of Denial and Deception”, Terrorism and Political Violence 18:3 
(2006), 367-388. 
59 National Commission on Terrorist Attacks upon the United States, Monograph on Terrorist Financing 
(Washington: US Government Printing Office, 2004), 137, https://govinfo.library.unt.edu/911/staff_ 
statements/911_TerrFin_Monograph.pdf.   
60 The 9/11 Commission Report, 201-202. 
61 Ibid, 46. 
62 The 9/11 Commission Report Executive Summary, 3. 
63 The 9/11 Commission Report, 340. 
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Handel’s assumption that ethnocentric biases are inevitable. It’s worth noting that the probability of 

embracing ethnocentric biases is far higher when attempting to understand a terror group’s 
mindset than a nation. It is much more difficult to understand the ideology of a terror group, 

especially because the enemy is in peacetime. Reflecting their own cultures, beliefs and 

expectations is natural yet wrongful.  
 

Bureaucratic Explanations 

Since the attack at Pearl Harbor, the IC has spent a great deal of time and resources into 

understanding the difficulties around anticipating surprise attacks. Analytical methods were 
developed, particularly focused on the Soviet Union during the Cold War.64 However, in the late 

20th century asymmetric threats started to emerge with US adversaries being non-state actors. 
Regrettably, the US tried to solve Al-Qaeda’s growing threat with the same government institutions 

and capabilities it had adopted in the final stages of the Cold War. Little was done to expand or 
reform these methods.65 This section will demonstrate how the IC’s inability to adjust its analytical 

techniques for the emerging asymmetrical threats resulted in several bureaucratic issues in the 

years preceding the 9/11 attacks.  
There was bureaucratic confusion about who was responsible for counterterrorism. Many 

officers from different agencies were working day and night to connect the intelligence about Al-
Qaeda. Whilst there were many Al-Qaeda reports, there was no systematic analysis of “what the 

intelligence community knew and what it did not know, and what that meant”.66 As a result, the 
successful defense of US airspace and the proper response to hijackings depended on the close 

collaboration between the FAA and NORAD.   
Prior to 9/11 however, the communication and notification system for addressing a hijacking 

through the appropriate command chains of the FAA and NORAD was poorly coordinated. Despite 

knowledge of this failure, the FAA did not alter its training or coordination with NORAD. 
Consequently, the FAA and NORAD were seriously underprepared for any attacks launched on 

them.67 The response protocols were, as the Commission wrote, “unsuited in all respects” to the 
unprecedented challenge.68 Additionally, “the September 11 attacks fell into the void between the 

foreign and domestic threats. The foreign intelligence agencies were watching overseas, [while] 
the domestic agencies were waiting for evidence of a domestic threat within the United States. No 
                                            
64 The 9/11 Commission Report, 346. 
65 Ibid,, 351. 
66 The 9/11 Commission Report Executive Summary, 12. 
67 Ibid, 14. 
68 Ibid, 18. 
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one was looking for a foreign threat to domestic targets”.69 If foreign intelligence agencies had 

coordinated with domestic agencies, they may have been able to discover that there was a void to 
be filled. Both examples demonstrate what happens when there is a lack of coordination between 

agencies. As Handel notes, coordination can spur specialisation which in turn produces better 

results. The FAA and NORAD, for example, could each have focused on specific parts of domestic 
security to enhance the overall strength. Instead, they failed to eliminate the specific vulnerability 

that Al-Qaeda was able to exploit so easily on 9/11.  
Like in the case of Pearl Harbor, governments had not properly exchanged critical information 

on counterterrorism. One major missed opportunity was the leads that the IC had on Al-Qaeda 
operatives Khalid al Mihdhar and Nawaf al Hazmi.70 Despite the fact that they held enough 

intelligence to connect Mihdhar and Hazmi as potential terrorists as early as January 2000 and 
connect them to Bin Laden by late 2000, they were never placed on the State Department’s 

watchlist, TIPOFF. Mihdhar and Hazmi were finally added on August 28 but were classified as 
routine when the request was made, meaning that the office had 30 days to respond.71 As a result, 

the two men were able to purchase tickets using their own names and board American Flight 77 on 

11 September. The FBI, NSA, and CIA made no concerted effort to work together, to gather and 
exchange information on communications between foreign individuals in the U.S. and those 

abroad. 72  This breakdown in communications stemmed from a number of factors, including 
differing objectives and cultures in the agencies. Furthermore, FBI personnel was not adequately 

trained or prepared to share information produced during FBI counterterrorism investigations with 
the IC or even other divisions within the FBI.73 Rather than agencies feeling like they own the 

intelligence they gather, they must instead feel they have a duty of the information. While in both 
case studies, Pearl Harbor and 9/11, excessive secrecy existed, the nature of this was different for 

both. The sharing of information about MAGIC was deliberate at Pearl Harbor, which helped the 

U.S. to obtain more intelligence on their enemy. Yet, the excessive secrecy in the 9/11 case was a 
structural flaw within the IC. The agencies failed to understand the value of sharing intelligence 

which resulted in many missed operational opportunities. 
On one hand, there was excessive secrecy in the collection and analysis stage between the 

intelligence agencies. On the other hand however, one of the reasons Al-Qaeda was able to 
succeed in its attack was because of the information available online. The executive summary of 
                                            
69 The 9/11 Commission Report, 263. 
70 Ibid, 355. 
71 Ibid, 270. 
72 Joint Inquiry, 79. 
73 The 9/11 Commission Report, 80. 
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the 9/11 commission read: “Hijackers studied publicly available materials on the aviation security 

system and used items that had less metal content than a handgun and were most likely 
permissible”.74 This meant that the hijackers only had to manoeuvre one layer of security on that 

day. Having published his thesis in 1984, Handel was unable to predict the consequences of the 

technological revolution to come in the new millennium. Although not relevant to past military 
attacks studied so far, the implications of open source intelligence (OSINT) could be part of future 

intelligence failures not just for terror but also for military surprise attacks. 
Like in the case of Pearl Harbor, the psychological phenomenon groupthink, can help explain 

some of the issues within the intelligence cycle prior to the 9/11 attacks. Richard Armitage, the 
deputy secretary of state, complained that the IC tended to provide only one view to policymakers, 

and that dissenting views were rarely voiced.75 He emphasised that: “Dissident voice is very helpful 
to either confirm what you think or really open up a new area […] I would just enforce this 

observation about the need to get alternative views up […] because […intelligence] is shrouded in 
ambiguity and uncertainty”.76 Although Armitage was describing the IC, the Bush administration 

had also a team of like-minded professionals who were all fighting for radical military intervention 

while in government. It should be noted that no staff in the IC and the Bush administration carried 
out analyses from the viewpoint of the adversary (also known as red team analysis), therefore all 

intelligence which was delivered to the decision-makers already confirmed the consensus and 
failed to be challenged. 

 

Conclusion 

 
The failures at Pearl Harbor and 9/11 demonstrate the vulnerabilities that Handel identified in his 

theory of intelligence failure and surprise attacks. The investigative reports for both attacks 

conclude that most of the traditional problems associated with intelligence failure were apparent: 
inherent cognitive biases prevented analysts from imagining who the adversary was, what their 

motivations were and what risks they would take to initiate an attack. Systemic problems within the 
IC led to poor coordination within and between agencies. Likewise, the proliferation of noise within 

the intelligence arena prevented the analysts from defining what intelligence was relevant or 
irrelevant. But while the causes of intelligence failure are familiar, the nature and effects of terror 

                                            
74 The 9/11 Commission Report Executive Summary, 14. 
75 Joint Inquiry, 68. 
76 Ibid, 68. 
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attacks are very different to what Handel described. Various factors appear to have changed from 

the traditional intelligence paradigm, exacerbating the effects from terrorist attacks.  
The first change is that terror groups do not undertake surprise attacks like state actors do. 

The traditional intelligence paradigm has held that nations will choose a high-risk strategy for their 

attacks, serving as a force multiplier. But the study of 9/11 suggests that the rationale for choosing 
a high-risk terrorist attack varies from what the intelligence paradigm indicated. Unlike a military 

attack, choosing a high-risk strategy in terrorism does not reverse the players’ force ratio, yet 
enables the terror group to achieve its strategic objective by magnifying its effect. In an attempt to 

gain as much publicity as possible, Al-Qaeda caused a strategic and tactical surprise to its 
adversary by striking on American landmarks, gaining the global media attention it needed to 

influence sympathisers.   
Additionally, the complexity of identifying intentions and capabilities for a terror group is 

exacerbated. According to the traditional intelligence paradigm, it is more important for the IC to 
identify their adversary’s intentions as opposed to their capabilities as intentions are easier to hide. 

However, the intentions of a terrorist group are relatively obvious to analysts particularly in the 9/11 

case where Bin Laden publicly voiced his desire to kill all Americans. Instead, with technology 
advancing, the IC now desires to find out what terrorist groups are planning on an operational and 

tactical level. For example, what weapons they have access to and how the plan to use them. 
And finally, the use of deception differs in terrorist attacks. In Handel’s traditional intelligence 

paradigm, he mentions that the attackers will deliberately feed noise into the intelligence arena to 
confuse their opponents. Yet, deception in terror attacks is not limited to the stage where 

intelligence is collected and sorted through. Instead, terror groups may execute D&D operations 
several months or years prior to when the attack is scheduled. The successful use of D&D by Al-

Qaeda has proven that deception is more likely to play a crucial role in future attacks, but will take 

on several different forms which traditional literature does not consider. 
Traditional causes of intelligence failure associated with warning and surprise were evident in 

both case studies which suggests that, in contradiction to what traditional scholars wrote, the 
traditional intelligence paradigm has not reached the point of diminishing returns. Due to the 

fundamental variations in the nature and consequences of the attacks however, intelligence 
analysts and decision-makers cannot rely solely on traditional literature to help explain and predict 

terror attacks. Conclusively, terrorist surprise attacks do not fit perfectly into the traditional surprise 
attack paradigm.  

The findings in this paper have suggested that understanding and avoiding future terrorist 
attacks cannot be fully explained by the traditional intelligence paradigm, which indicates that the 
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pre-existing literature should be refined. Traditional literature relates to interstate conflict where two 

or more states compete against each other. In an asymmetric security environment, however, new 
literature must consider surprise attacks from non-state actors. Future research, similar to Daniel 

Morris,77 may draw the conclusions from this paper to help develop a new model for predicting 

terror attacks. The future researcher should concentrate on transferring the parallels between 
traditional literature on intelligence failure and comprehensive attacks (cognitive deficiencies in 

both intelligence analysts and bureaucratic issues) into their model, while ensuring they take into 
consideration the particular nature of terror attacks. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                            
77 Daniel Morris, “Surprise and Terrorism: A Conceptual Framework”, Journal of Strategic Studies 32:1 
(2009), 1-29. 
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