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The Infiltration of the Lebanese Scene by Salafi-Jihadi Groups: 
Local Security Threats and Wider Repercussions 

  
             Carl Moudabber 
 
 
This report explores the potential opportunities for the resurge of Salafi-Jihadi (SJ) groups in 
Lebanon, which presents itself as a fertile ground for such undermining activities, through the 
exploitation of the current political unrest and growing socio-economic disruption. These groups 
may attempt to establish a local network of independent, active or sleeper, cells whose task would 
be to destabilize the overall Lebanese situation, expand their sphere of influence and establish a 
de facto presence. Areas under heavy Sunni influence in northern Lebanon – Tripoli, Akkar and al-
Dinniyyeh, the south – Sidon, and western Beqaa, in and around the city of Ersal, represent an 
attractive ground for SJ activity and low-level insurgencies.      
 
 
 
Introduction 
• Recent indications show that SJ groups are attempting to capitalize on the current political unrest 
and sectarian tension in Lebanon to revive their domestic activity. The potential recurrence of 
Sunni-Shia strife or armed violence between political parties will create a hospitable environment 
for these groups.                                
• The SJ groups may exploit the deteriorating socio-economic conditions to facilitate their 
infiltration into poor Sunni communities. Northern Lebanon is a marginalized region that represents 
a fertile environment for SJ activity and is vulnerable to radicalization and recruitment.                            
• The influx of Syrian refugees towards camps scattered across Lebanon is a substantial threat to 
the country’s national security. The camps are zones of attraction for SJ activity while refugees – 
some of whom have already acquired extensive fighting skills during the Syrian civil war – living 
under poverty, distress and difficult humanitarian conditions, are easy recruitment targets.                                                                  
• Salafi-Jihadi groups, will likely attempt to establish networks of independent, active or sleeper, 
cells and encourage sympathizers in conducting lone-wolf attacks. A series of deadly attacks 
against civilian or military targets, during public protests, may result in a sectarian conflagration, 
which will pave the way to a breeding ground for the escalation of SJ operations.               
• Turkish intelligence is active in northern Lebanon in an attempt to expand its sphere of influence 
as part of the Turkish objective to become the leader of Sunni affairs in the Middle East. Lebanese 
and European authorities claim that Turkish intelligence has infiltrated poor Sunni communities in 
northen Lebanon and are eager to connect with Salafist groups.1 

                                            
Carl Moudabber, M.A. in Security and Intelligence Studies (University of Buckingham Centre for Security and Intelligence 
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Lebanon, as well as the Lebanese security situation, including the counterterrorist operations of the Lebanese security 
services against Salafi-Jihad cells. 
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• The repatriation of SJ fighters from the Syrian conflict poses a severe security threat, given their 
acquired fighting skills and unknown intentions. These hard-liners may act as recruiters, trainers 
and leaders, assist in expanding SJ activities in Lebanon and facilitate the activation of a local low-
level insurgency. 

 
Salafi-Jihadi attempts to create Islamic sanctuaries 
Lebanon has already experienced three main SJ insurgency attempts in the following regions: al-
Dinniyyeh (north) in 2000, Nahr al-Bared (north) in 2007, and Ersal in the Beqaa (east) in 2014. 
These three failed attempts, all of them close to the Syrian border, indicate the present inability of 
the jihadi movement in Lebanon to carry out a “durable and lethal insurgency”.2 
 The confrontation between the Lebanese Armed Forces (LAF) and the al-Takfir wa al-Hijra 
group led by Bassam Kanj in al-Dinniyyeh, in early 2000 – the LAF’s first encounter with counter-
terrorism operations since the Lebanese Civil War – has resulted in the decapitation of the 
organization’s leadership and the elimination of most of the insurgents.3 The al-Dinniyyeh events 
marked the first overt signs of jihadism in Lebanon and alerted Western intelligence agencies, and 
the international community, about the growth of such groups and their objectives. Indeed, Kanj, 
who had ties with the Osbat al-Ansar group based in Ain al-Hilwah camp in southern Lebanon, was 
the first al-Qaeda (AQ) leader to initiate a direct armed confrontation with the state’s armed forces. 
The rapid crackdown of that group became absolutely indispensable; otherwise Lebanon would 
have faced another version of al-Zarqawi terrorism, but managed by Kanj. In fact, the latter was 
assigned to establish a network of AQ cells in Lebanon and to become the leader of the 
organization there. Al-Qaeda affiliated groups could have multiplied very fast and, therefore, 
containing them would have been challenging, perhaps impossible; given “the political 
marginalisation of the Sunnis”4 and the weak Lebanese security apparatus at that time, Lebanon 
could have become an explosive theatre similar to Iraq.  
 A few years later, in 2007, Fatah aI-Islam (FI) headed by Shakir al-Absi, planned to 
transform part of northern Lebanon into a Jihadi caliphate. By initiating an armed conflict in Nahr 
al-Bared camp, the organization aimed at creating chaos in other refugee camps as well in order to 
turn them into a cluster of Islamic enclaves. The LAF crushed FI and totally destroyed the camp, 
which was the group’s stronghold, transforming the organization into a paralyzed “virtual 
organizational structure” of fragmented cells.5 Its remnants took refuge in Ain al-Hilwah camp, the 
sanctuary of most of the SJ and terrorist cells, but the group was incapable of conducting further 
attacks due to the lack of wider legitimacy, financial support and logistics. This defeat, and the 
image of the totally demolished camp, had two major implications: firstly, FI’s opportunity to 
impress and show its military capabilities to the AQ leadership failed; thus, the FI could not be an 

                                                                                                                                                 
1  “Will a popular uprising begin after the dollar touched ten thousand Lebanese pounds? European warnings of the 
terrorist threat in Lebanon ... and clear accusations for the Turks. The IMF after a "stormy meeting" with the Lebanese 
delegation: Where are the reforms?” (in Arabic), Al-Diyar, 2 July 2020, https://www.ministryinfo.gov.lb/52644. 
2  Bilal Y. Saab and Magnus Ranstorp, “Securing Lebanon from the Threat of Salafist Jihadism”, Studies in Conflict and 
Terrorism, 30:10 (2007), 825-855 (843). 
3  Saab and Ranstorp, “Securing Lebanon from the Threat”, 833. 
4  Marc Andre Siegrist, “Lebanon – Can the Islamic State Set the Cedar Country Aflame?”, Counter Terrorist Trends and 
Analysis, 7:2 (2015), 13-18 (16).   
5  Saab and Ranstorp, “Securing Lebanon from the Threat”, 843. 
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AQ franchisee in Lebanon, since the latter took extra care to “protect its brand from dilution”;6 and 
secondly, other SJ groups were deterred from conducting similar military operations against the 
LAF, or even to assist FI morally and logistically, in order to avoid another Nahr al-Bared 
“massacre”.7 This also contributed in AQ’s avoiding to accept and name those groups as its 
branches in Lebanon. On the other hand, the four-month campaign demonstrated the capacity of 
the Islamist groups to, partially, survive in guerrilla warfare; this, in the future, may motivate other 
terrorist groups to carry out operations within the refugee camps. 
 The Syrian Civil War presented a major opportunity for radical Sunni Salafists to externalize 
their hostility with Shia Hizb Allah (HA). Thus, radical Sunnis joined SJ groups engaged in the war, 
such as the Islamic State (IS) and AQ-aligned Jabhat al-Nusra (JN), to find their way into the 
conflict. The IS and JN, that allied their forces, tried to expand the territories of the proclaimed 
Islamic caliphate from Syria to Ersal, in the Beqaa on the Lebanese-Syrian border, by conducting 
“symmetric”8 confrontations against LAF and HA. Both SJ organizations were fully cooperating and 
shared Lebanese hostages from the LAF and the Internal Security Forces (ISF) that were all 
executed before the July 2017 conflict. Eventually, the IS and JN were completely eliminated from 
Ersal and from strategic points near the Qalamoun Mountains during Operation “Fajr al-Juroud” 
conducted by LAF. The “Fajr al-Juroud” campaign succeeded in cutting off the lines of infiltration 
and supply from Syria to Lebanon, while the destruction of the IS and JN bases diminished their 
presence in Ersal and caused vulnerability in the organizations’ capability for future operations. 
The elimination of SJ presence on the Lebanese-Syrian border disrupted the IS strategy of 
transfusing the Syrian Civil War into Lebanese soil by encouraging the radical Sunni communities 
to counter the authorities through “armed and anarchic self-defence groups”.9 The IS, lacking the 
necessary manpower and resources, or significant local support, failed to open a new front and 
carry out large military operations; consequently, loosing its ability to act as a sub-state 
organization on Lebanese territory, failing to achieve the military, political and religious goals it 
temporarily gained in Syria and Iraq.10 Today, the IS remains "minimally operationally active"11 via 
its sleeper cells in Lebanon.   
 
Exploiting deteriorating socio-economic conditions, political unrest and sectarian tension 
Today, SJ groups may potentially seek to capitalize on the economic collapse of the country to 
launch a recruitment campaign targeting the most economically affected communities. The groups 
may attempt to exploit this economic recession to infiltrate and reposition themselves in poor Sunni 
communities in northern Lebanon and the Beqaa, specifically the greater Ersal. The economic 
crash may push the unemployed and deprived youth to join SJ groups, where they may be 
rewarded with financial support and offered leadership roles in return to their contribution to 
terrorist activity and operations. The SJ groups may also take advantage of the vacuum in 
governance and of social opposition towards the corrupt political system to infiltrate local and poor 
                                            
6  The Combating Terrorism Center, US Military Academy, “Al-Qa'ida's Five Aspects of Power”, CTC Sentinel, 2:1 
(2009), 1-4 (3). 
7  Lars Erslev Andersen, “Is Lebanon the next battlefield?”, in Mona Kanwal Sheikh (ed.), Expanding Jihad: How al-
Qaeda and Islamic State Find New Battlefields, (Copenhagen: Danish Institute for International Studies, 2017), 47-62 
(53). 
8  Siegrist, “Lebanon”, 15.   
9  Siegrist, “Lebanon”, 14.   
10  Siegrist, “Lebanon”, 15.   
11 Charles Lister, “Assessing Syria’s Jihad”, Survival, 56:6 (2014), 87-112 (96). 
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neighborhoods and spread extremist ideology in an effort to expand their influence and impact in 
Lebanon. Young Sunni Muslims sympathizing the SJ ideology are the most vulnerable to 
recruitment. The spread of the Jihadi ideology usually occurs in mosques, where extreme 
speeches, radical proselytizing and propaganda,12 can combine with the stresses of the current 
socio-economic situation to entice students and young people towards the SJ cause. 
 One of the SJ groups’ main objectives is to capitalize on the regional Sunni-Shia sectarian 
conflict to expand their geopolitical influence.13 These groups may potentially exploit the local 
sectarian rift to assist the radical Sunnis in escalating violence against the Lebanese security 
forces and the Shias, by providing them with the necessary tactical and operational resources. The 
current Lebanese political schism could represent an opportunity for the SJ groups escaping the 
Syrian Civil War to import and re-introduce sectarian conflict to the Lebanese scene. Remnant 
elements of the IS and JN in Lebanon may cooperate on an operational level, given the fact that 
they consider the LAF and HA common targets. 

 The Lebanese authorities have already expressed their concern about the attempt of 
jihadist groups to exploit the ongoing protests and ethnic unrest,14 increase their activities, and 
cause an inter-communal sedition. The current political unrest in Lebanon has deepened the 
sectarian rift, as it became apparent during the public demonstrations of 6 June 2020, between two 
major political parties.15 The Lebanese security forces succeeded in dismantling four SJ terrorist 
cells that were planning to conduct simultaneous plots, during the protests in the capital Beirut, in 
an attempt to ignite ethnic strife between the various political parties and create chaos,16 setting 
the stage for further terrorist operations. 

 But the state authorities’ focus on containing the sectarian tension during protests in Beirut 
may also provide an opportunity for SJ elements to increase their freedom of movement on 
Lebanese soil. Salafi-Jihadist groups could attack military barracks or posts in the north in order to 
intimidate the armed forces and spread fear among the local population. Targeting the LAF, which 
is key in the Lebanese security apparatus, aims at questioning, or even incapacitating, their 
effectiveness with the objective of attracting sympathizers, by showing them that SJ groups have 
the capability to carry out extensive and elaborate operations. The re-appearance of SJ symbols 
and flags in Tripoli, in northern Lebanon, implies the possibility of revived SJ activity in the area. 
Radical Islamist religious leaders are using extreme rhetoric and are inciting sectarian strife to 
provoke sympathizers in targeting the Lebanese security forces.17 These warning signals pushed 
the Lebanese intelligence services to intensify the monitoring of recruitment pockets in Tripoli and 
Akkar in an effort to identify possible threats. 

 

                                            
12 Saab and Ranstorp, “Securing Lebanon from the Threat”, 831. 
13 Lina Khatib, “The Islamic State’s Strategy: Lasting and Expanding”, Carnegie Middle East Center, 29 June 2015, 
https://carnegie-mec.org/2015/06/629/islamic-state-s-strategy-lasting-and-expanding-pub-60511.  
14 Ala’ al-Khoury, “Warnings of the big explosion … Lebanon sleeps on a volcano” (in Arabic), Lebanon Files, 22 June 
2020, https://www.lebanonfiles.com/articles/%D8%AE%D8%A7%D8%B5/ %D8%AA%D8%AD%D8%B0%D9%8A%D8% 
B1%D8%A7%D8%AA-%D9%85%D9%86-%D8%A7%D9%84%D8%A7%D9%86%D9%81%D8%AC%D8%A7%D8%B1-
%D8%A7%D9%84%D9%83%D8%A8%D9%8A%D8%B1-%D9%84%D8%A8%D9%86%D8%A7%D9%86-%D9%8A% 
D9%86%D8%A7%D9%85/. 
15 Michal Kranz, “New wave of protests rocks Beirut”, Al-Monitor, 12 June 2020, https://www.al-monitor.com/pulse/ 
originals/2020/06/lebanon-protests-civil-war-sectarian-parties-hezbollah.html. 
16 Ala’ al-Khoury, “Warnings of the big explosion”. 
17 “Preventing the infiltration of individuals and arms smuggling from Syria to Tripoli” (in Arabic), Al-Akhbar, 2 July 2020, 
https://al-akhbar.com/Politics/290903. 
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Refugee camps – a substantial national security threat     
Since the elimination of Fatah al-Islam in 2007, there has been a “behind-the-scenes intelligence 
war”18 between the counterterrorism services and the jihadist cells to block the “terrorist re-
mobilization campaign”.19 The LAF are now dealing with an “unconventional terrorist enemy that is 
lurking among people”, according to LAF Commander General Joseph Aoun.20 Jihadist groups are 
using hospitable environments such as Palestinian and Syrian refugee camps to propagate their 
cause. The Lebanese Military Intelligence Directorate (MID) is extensively conducting intelligence-
led operations inside the camps and their periphery to detect warning signals. The recent 
information of the Jordanian intelligence shed light on SJ activity on the Lebanese scene and on 
potential terrorist regrouping efforts in Syrian and Palestinian refugee camps.21  
 These camps form isolated zones of insecurity and no-go areas, making them attractive 
environments for SJ groups and returning fighters. For example, the Ain al-Hilwah camp has 
become a major hideout for these groups, since the administrative and security vacuums in this 
camp make it a vibrant recruitment ground and a potential nursery for newly-emerging jihadists.22 
The Islamic State had an operational presence in Ain al-Hilwah during the Syrian conflict and used 
the camp as a support, resupply and recruiting base, and as a “regional coordination center” to 
plan and manage terrorist attacks domestically and regionally.23 These groups will likely continue 
to activate their sleeper cells based in this camp and to use them as a launching pad for their 
future operations. The final stages of the ongoing Syrian conflict may lead to a new wave of 
migration towards Lebanon. Salafi-Jihadi militants may try to infiltrate the refugee waves in an 
attempt to reestablish a foothold on Lebanese soil through disguise in the refugee camps. In these 
camps, scattered across the country, displaced people are living under very poor humanitarian 
conditions, while the random distribution of Syrian refugees and camps has also complicated the 
overall security situation. 

 

Sleeper cells and lone wolves 
The SJ groups are likely trying to create a network of independent cells whose potential mission to 
hit significant civilian or military targets may have severe security repercussions in the midst of the 
present civil unrest. The current political and economic crisis constitutes a suitable environment for 
SJ sleeper cell activation. Jihadist remnants are likely active in Tripoli, al-Dinniyyeh and Akkar in 
the north, in an attempt to regroup, expand their network, hit military and civilian targets and 
infiltrate protests to ignite an ethnic sedition between political parties. In fact, the Lebanese 
intelligence services have dismantled multiple cells, which were planning to target the 6th June 
protests in Beirut, according to a local source. 24  In February 2020, the Lebanese General 

                                            
18 Bilal Y. Saab, “Lebanon at Risk from Salafi-Jihadi Terrorist Cells”, CTC Sentinel, 3:2 (2010), 8-11 (8). 
19 Saab, “Lebanon at Risk”, 9. 
20 “The Armed Forces Commander visits the general staff course in Fouad Chehab Academy for Command and Staff”, 
Lebanese Armed Forces, 17 June 2019, https://www.lebarmy.gov.lb/en/content/armed-forces-commander-visits-general-
staff-course-fouad-chehab-academy-command-and-staff. 
21 “Washington focuses on proposing neutrality and puts pressure on Hezbollah in the international court and the 
UNIFIL … Kuwaiti optimism has declined” (in Arabic), Al-Diyar, 14 July 2020, https://www.ministryinfo.gov.lb/53162. 
22 Erling Sogge, “Negotiating Jihad in Ain al-Hilwah”, Carnegie Endowment for International Peace, 25 May 2020, 
https://carnegieendowment.org/sada/63670. 
23 Saad Y. Saab, “Fatah Fights Jihad in Lebanon”, Foreign Affairs, May 2017, https://www.foreignaffairs.com/articles/ 
lebanon/2017-05-02/fatah-fights-jihad-lebanon.  
24 Ala’ al-Khoury, “Warnings of the big explosion”. 
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Directorate of State Security (Amn al-Dawla) dismantled an IS-linked cell of four Syrian nationals, 
which, in 2014, allegedly participated in attacks on military positions in Ersal-Beqaa.25 Likewise, 
Lebanese authorities intercepted foreign attempts to fund JN militants in the north. 26  These 
counterterror operations suggest that SJ groups have already re-activated their sleeper cells to 
escalate the, already, heavily burdened security situation.  
 It appears that the IS is still operating a transnational network that plots and communicates 
through social media platforms to maintain operational security. The Lebanese intelligence 
services have already foiled multiple attacks perpetrated by IS-linked sleeper cells communicating 
via social media applications. In January 2020, the Lebanese General Directorate of General 
Security (GDGS) dismantled an IS-linked cell tied to a transnational network operating in Tunisia 
and Europe. The network, whose members were communicating through Telegram, planned to 
target the US Embassy in Awkar Beirut, with an improvised drone device.27 In June 2020, the 
GDGS arrested three Lebanese citizens for plotting against the LAF and other unidentified targets. 
These individuals were radicalized via social media, attempted to recruit other individuals through 
the same platform and travelled to Syria and Egypt to join the ranks of IS and receive further 
military training.28 

 The SJ groups may also encourage radicalized sympathizers to conduct lone-wolf attacks. 
This type of operations is extremely difficult to thwart due to the vague and unpredictable nature of 
the action, as well as the absence of connecting traffic between the perpetrators and the central 
command of the terrorist networks. This is why the wave of protests that started in October 2019 
was the focus of major security concerns by the Lebanese authorities. Taking advantage of 
internal upheaval, the IS may carry out political assassinations, hit-and-run operations, 
simultaneous and secondary attacks with improvised explosive devices (IEDs), stabbing, drone 
detonation and Inghimasi plots during these protests. Such terrorist actions would inflame the 
volatile internal situation, expanding sectarian tension and drag the various political parties towards 
armed clashes. On such an occasion, the resulting chaos would have most likely expedited IS 
freedom of movement, and therefore, the escalation of its terrorist activities and operations in the 
country. The latest explosion in Beirut, on 4 August 2020, could have created a suitable chaotic 
environment for SJ activity given the security services’ focus on examining and containing the 
event.    

  

Security strategy  
Despite the fomenting threat, it appears that the SJ groups in Lebanon do not, yet, have the 
necessary resources and sufficient local support to conduct a high-level insurgency. In 2017, the 
LAF’s “Farj al-Juroud” campaign has destroyed the SJ groups’ infrastructure and support 

                                            
25 Huaxia, “Lebanon arrests 4 IS members”, Xinhua News Agency, 5 February 2020, http://www.xinhuanet.com 
/english/2020-02/05/c_138756019.htm. 
26 Hassan al-Hassan, “Jabhat al-Nusra formed the flags: Tripoli - Dinniyeh – Akkar” (in Arabic), El Nashra, 12 July 2020, 
https://www.elnashra.com/news/show/1429386/%D8%AC%D8%A8%D9%87%D8%A9-%D8%A7%D9%84%D9% 
86%D8%B5%D8%B1%D8%A9-%D8%B4%D9%83%D9%91%D9%84%D8%AA-%D8%B1%D8%A7%D9%8A%D8% 
A7%D8%AA-%D8%B7%D8%B1%D8%A7%D8%A8%D9%84%D8%B3-%D8%A7%D9%84%D8%B6%D9%86% 
D9%8A%D8%A9-%D8%B9%D9%83%D8%A7%D8%B1. 
27 “A qualitative achievement for General Security saved the US embassy” (in Arabic), General Security Magazine, 77, 6 
February 2020, https://www.general-security.gov.lb/ar/magazines/details/409. 
28 General Directorate of General Security, Twitter, 18 June 2020, https://twitter.com/DGSG_Security/status 
/1273522875719352320. 
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mechanism, which disrupted their logistical and operational capabilities for future terrorist actions. 
The Lebanese MID security strategy follows a “gradual approach” to contain and neutralize 
terrorist threats:29                              
i. expand the human intelligence (HUMINT) network of informants and maintain continuous 
surveillance and raids on hideouts, known cells and returning fighters in order to keep them 
immobilized and in disarray;                         
ii. tackle the sources of supply, cut the routes of funding and weaken the cells’ logistical 
capabilities in order to destroy their infrastructure, disrupt their activities and paralyze their 
movements;                                                                     
iii. learn about the SJ networks on the periphery of other networks;                            
iv. prevent sympathizers from supporting and joining those groups;                                 
v. entrap the cells in geographical cul-de-sac positions to gradually dismantle them and the groups 
on their periphery.                                                                    
This strategy allowed the MID to arrest key figures carrying an abundance of information about 
other important terrorist elements. In June 2020, the MID dismantled an IS-linked cell which 
participated in the fight against the LAF in Ersal, and seized weapons, explosive-making material 
and communication devices.30 

 

Turkish intelligence-led activity 
Lebanese and European security services suggest that Turkish intelligence has infiltrated the 
northern theatre. Lebanese authorities are meticulously surveiling foreign efforts to fund elements 
of JN in northern Lebanon and, according to the Minister of Interior Mohammed Fahmi, managed 
to detect foreign transactions to individuals in this area.31 Lebanese intelligence has tracked 
suspicious foreign transactions and arrested many individuals who received such external 
transfers in the northern region.32 
 Turkish intelligence could be connecting with Salafist groups, such as Al-Jama'a al-
Islamiyya in northern Lebanon, in an attempt to expand their influence in the context of the regional 
Turkish Sunni-Saudi Sunni rivalry. It may be reviving its ties with JN and re-activating some of its 
cells, as it did with extremist groups in Libya,33 to establish a covert Turkish foothold in Lebanon. In 
early July 2020, the Lebanese security services arrested four Turkish and Syrian citizens trying to 
smuggle nine million US dollars in cash, via Beirut international airport. 34  In addition, the 
appearance of Turkish flags and pictures of Turkish President Recep Tayyip Erdoğan in Tripoli and 
Akkar implies that Turkey has exploited the governance void, the economic recession and the 
marginalization of northern Lebanon to build its base of influence in the country.  

 Arms trafficking networks are attempting to smuggle weapons from Syria into Lebanon to 
arm SJ groups based in Tripoli. The MID and the Syrian army disrupted an arms smuggling 

                                            
29 Bilal Y. Saab, “Al-Qa`ida’s Presence” and Influence in Lebanon”, CTC Sentinel 1:12 (2008), 5-8 (8). 
30 “Raids and arrests in Ersal”, Lebanese Armed Forces, 18 June 2020, https://www.lebarmy.gov.lb/en/content/raids-and-
arrests-ersal. 
31 Hassan al-Hassan, “Jabhat al-Nusra”. 
32 Hassan al-Hassan, “Jabhat al-Nusra”. 
33 Shady A. Mansour, “Are Turkey and Qatar Supporting Terrorism in Libya?”, European Eye on Radicalization, 26 April 
2019, https://eeradicalization.com/are-turkey-and-qatar-supporting-terrorism-in-libya/.  
34 Youssef Diab, “Lebanon Investigates Millions of Dollars Flown in from Turkey”, Asharq al-Awsat, 7 July 2020, 
https://english.aawsat.com/home/article/2375566/lebanon-investigates-millions-dollars-flown-turkey. 
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network operating between Idleb, passing by Homs – this city being the strategic and most 
practical gate to enter northern Lebanon – Tripoli and Hermel. According to Lebanese security 
sources, some of the arrested individuals tied to this network revealed that they received training 
under the supervision of Turkish officers.35            

 
Returning fighters 
The return of Lebanese and foreign SJ fighters pose a significant threat to Lebanese national 
security as they are “career foreign fighters” who “move on to other conflicts.”36 These fighters may 
see the current political rift as an opportunity to re-launch their tactical operations against civilian 
and military targets during protests, and, ultimately, against HA to create an ethnic sedition. After 
developing the necessary connections with foreign terrorist organizations, especially in Syria, the 
returning jihadists could create networks and open new channels by coordinating with foreign 
organized crime and terrorist networks specialized in logistics, supplies and people smuggling. 
This leaves the door open for future cooperation over potential militant operations. The returning 
fighters may act as entrepreneurial jihadi leaders to create their own local insurgent groups or self-
starter cells; since they have acquired the necessary fighting, tactical and operational skills in the 
Syrian insurgency. The Iraqi and Syrian wars were major opportunities for those militants to 
become hardened veterans. This allowed them to import their wide expertise and teach new tactics 
– for instance construction of sophisticated IEDs – to local SJ groups.    
 On top of the self-recruiting youth, the returning militants have most likely developed 
experience in recruiting and dealing with suicide bombers. Therefore, they may be able to 
radicalize and recruit home-grown sympathizers and local young Muslims to plan and conduct 
terror plots, to help them join other terrorist groups or to turn some of the recruited sympathizers 
into sleeper cells. The complex and decentralized recruitment process is characterized by a “loose 
network of networks”37 which is particularly challenging for the Lebanese intelligence services to 
track and unravel. 
 

Conclusions and recommendations 
The current situation in Lebanon requires urgent and effective political, economic and social 
reforms. The current or future government must decisively address these three interdependent 
factors in order to maintain security stability and prevent refugees and sympathizers from being 
tempted to join terrorist organizations where they may be offered power and privileges. 
Unsuccessful reforms could set the stage for a local low-level or even a wider insurgency. Tripoli 
and Akkar, where two low-level insurgencies took place in 2000 and 2007, are the most vulnerable 
to such a potentiality. The Lebanese government should develop an effective de-radicalisation and 
security strategy antidote: the presence of LAF in the zones of unlawfulness, accompanied by an 
efficient economic reform and policies of balanced economic and social development. The 
Lebanese security services are managing, so far, to contain major security challenges. However, 
this security stability may not endure if the three factors are not immediately addressed. As a 

                                            
35 “Preventing the infiltration of individuals and arms”, Al-Akhbar, 2 July 2020. 
36 Lewis Sanders IV, “Career foreign fighters fuel conflict in the Middle East”, DW Akademie, 1 June 2020,  
https://www.dw.com/en/career-foreign-fighters-fuel-conflict-in-the-middle-east/a-53632925 
37 Saab and Ranstorp, “Securing Lebanon from the Threat”, 845. 



 
MOUDABBER The Infiltration of the Lebanese Scene by Salafi-Jihadi Groups              GSIN 1 • SEP 2020 
  

BUCSIS • 12 YEARS OF SECURITY AND INTELLIGENCE ANALYSIS 
 

[10] 

result, Lebanese authorities may be incapable, given their lack of human resources and 
equipment, to control the accumulated security questions, terrorism being the major threat. 
 The Lebanese intelligence services should maintain and reinforce their proactive strategy 
by continuing their pre-emptive security operations to disrupt the logistical and operational 
capabilities of SJ groups. The efficiency of this strategy is mainly related to the “intelligence line of 
effort”,38 which consists of domestic intelligence collaboration and operational cooperation in order 
to fill security gaps, provide and intersect timely intelligence, and keep a continuous traceability of 
suspected groups and individuals. Lebanese intelligence should maintain and expand its HUMINT 
network around and inside the refugee camps, in order to rapidly detect, intercept and neutralize 
potential terrorist threats. The repatriation of returning fighters may represent a security opportunity 
for the Lebanese intelligence to scrutinize the networks to which they belong. All the returning 
fighters must be placed under constant surveillance to determine precisely their local connections 
and their intentions. 

 Lebanon is a major transit corridor for jihadists to the West. The Lebanese authorities have 
always been in the front line of the international war on terrorism, although with very limited 
external support, weak technological capabilities and lack of specialised anti-terrorist equipment. 
This is why all kinds of military and intelligence support, such as signals intelligence (SIGINT) 
technology and sophisticated equipment should be urgently provided by international counterparts 
of the Lebanese security authorities. Thus, the LAF and the intelligence services could tackle and 
contain any jihadi threat more rapidly and effectively, preventing its spread locally, before reaching 
Europe and the West. 

 The international community should consider safeguarding the funding the United Nations 
Relief and Works Agency (UNRWA) – Washington has recently decided to stop funding this 
agency – and help the Lebanese government to improve the socio-economic conditions in refugee 
camps to prevent attempts of radicalization and recruitment. The Lebanese authorities are trying to 
provide a safe, dignified and sustainable return of the Syrian refugees to safe regions of their 
homeland, but Lebanon tops the list of countries with very limited financial capabilities that have 
hosted this massive number of refugees in comparison to its population and surface area. After the 
liberation of most Syrian cities from IS military presence, the international community should 
support the Lebanese government effort for the repatriation of the refugees.  

 The recent US Caesar Syria Civilian Protection Act 39 bans Lebanon from cooperating with 
the Syrian regime and, therefore, has a negative impact on the security cooperation with the Syrian 
security services. This prohibition expands the already fragile security gap and will consequently 
increase the risks of jihadists infiltrating new waves of refugees entering Lebanon, which will then 
represent a terrorist gateway to the West. Washington should reconsider the international security 
repercussions that may result from this lack of intelligence cooperation with Syria. Lebanese 
security services involved in the intelligence war against terrorism should maintain a continuous 
cooperation with international counterparts. Accordingly, the Lebanese authorities should enhance 

                                            
38 Fady Dergham, “The Spread of Isis Into Lebanon: A Strategic Response To Counter The Threat”, Lebanese Armed 
Forces - Defense Magazine 96, April 2016, https://www.lebarmy.gov.lb/en/content/spread-isis-lebanon-strategic-
response-counter-threat.  
38 H.R.31 - Caesar Syria Civilian Protection Act of 2019, US Congress, https://www.congress.gov/bill/116th-
congress/house-bill/31/text. 
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– rather than interrupt – their official security cooperation with the Syrian security services due to 
geographical and security-overlapping considerations, that will permit constant traceability of 
terrorists moving across borders. Clearly, any increase in the number of refugees implies further 
complexity on the security and economic conditions in Lebanon, entailing an increase in terrorist 
threats domestically and internationally. 

 The Lebanese authorities should also maintain strong security cooperation with the 
Palestinian factions based in Ain al-Hilwah camp to quickly intercept and neutralize SJ threats. The 
Lebanese-Palestinian collaboration, dating back to 2007, has resulted in disrupting several IS-
linked networks, in dismantling their sleeper cells and in thwarting many attacks. Such plots 
against public places in northern and southern Lebanon could create a chaotic security 
atmosphere, which is a favorable environment for insurgencies and an attractive ground for SJ 
militants from Syria and Iraq. 

 Lebanese security services should also increase their investigative social networking 
capabilities. Social media intelligence (SOCMINT) is necessary to maximize the monitoring and 
interception of online extremist activities. SOCMINT may assist authorities in learning about 
intentions as well as local and foreign terrorist connections, and to understand the contextual and 
relational data of suspected individuals. Many sympathizers are active on social media; monitoring 
their platforms and online activities will assist the authorities in collecting intelligence on their 
broader connections and networking. 

 Al-Qaeda will likely capitalize on the loss of IS territories in Iraq and Syria in an effort to 
resurge in the region, increase its activity and launch new recruitment campaigns to expand its 
network in the area. Lebanese authorities should closely monitor AQ affiliated groups’ domestic 
and regional activities, such as defections from IS – specifically in Iraq, Syria, Yemen, Afghanistan, 
and Algeria – statements of allegiance, terrorist operations, targets and modus operandi in order to 
understand patterns that could re-emerge in Lebanon sooner rather than later. 
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