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Living in the Digital Age
Opportunities






Maintaining and developing
social ties

Risks


Contact with online strangers



Risky behaviours (e.g. giving
out information, sexting)



Inappropriate or harmful
content



Aggression (trolling,
harassment, stalking, bullying)

Cross-cultural interactions,
opinions, views
Educational resources and
academic support



Health-related information and
online social support



Entertainment
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Definitions
Cyberaggression
vs.
Cyberbullying

Cyberaggression
“intentional harm delivered by
the use of electronic means to a
person or a group of people
irrespective of their age who
perceive(s) such acts as
offensive, derogatory, harmful
or unwanted” (Grigg, 2010, p. 152).

Cyberbullying
“aggressive, intentional act
carried out by a group or
individual, using electronic
forms of contact, repeatedly and
over time, against a victim who
cannot easily defend him or
herself” (Smith et al., 2008, p. 376; Smith,
2015).
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Definitions
Cyberaggression
vs.
Cyberbullying

Cyberbullying

Cyberharassment

Cyberstalking

Trolling, etc.
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Definitions
Cyberaggression
vs.
Cyberbullying

Cyberbullying

Cyberharassment

Cyberstalking

- Repeated
- Intentional
- Power Imbalance

Trolling, etc.
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Cyberaggression vs.
Cyberbullying

(1)bothering someone online;
(2) teasing in a mean way;
(3) calling someone hurtful names;
(4) intentionally leaving someone out of something;
(5) threatening someone; and

(6) saying unwanted sexually-related things to someone
(Patchin & Hinduja, 2006)

Meta-analysis: 20-40% prevalence globally (Tokunaga, 2010)
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Effects
Psychological distress and poor psychosocial adjustment

Suicide attempts
Eating disorders
Depression, sadness, hopelessness
Anxiety
Fear, anger, frustration
Lower self-esteem
Substance abuse
Inability to concentrate, poor grades
School drop-out/absenteeism
Low school commitment
(Dempsey, Sulkowski, Nichols, & Storch, 2009; Mesch & Talmud, 2010; Olweus, 1993, Patchin & Hinduja, 2010)
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Questions


Prevalence and impact of cyberaggression and
cyberbullying among adolescents



Little research in developing countries




How do their experiences compare?

Differing measures and prevalence rates across studies
makes comparisons difficult
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Research Method


Cross-sectional survey (n = 993)


SA: n = 673, 3 schools



UK: n = 320, 2 schools



12-18 years



Items relating to 8 aggressive online acts and subjective
accounts of cyberbullying as:





Victim



Perpetrator



Witness

Emotional Effects
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Cyberaggression and Cyberbullying
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Cyberaggression (at least one negatuve online
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Cyber Victimisation
Called a hurtful name or received a hurtful or rude comment,
message, email etc.

69.9
71.2

Had a picture posted online to embarrass me

53.6

26.3

***

47.8
44.3

Had rumours or gossip spread about me online

Received messages as if they were coming from one person but
later found out they were written by someone else

43.5
45.6
34.9
37.9

Been threatened via email, text, messages or calls

UK

Had comments or questions posted about me online to hurt or
embarrass me

33.5
30.6
SA

Had private messages forwarded, shared or posted so others could
see them

31.4
27.1

Been impersonated through a fake profile or through someone
gaining access to my account without my permission

17.8
0

* = p < .05; ** = p < .01, *** = p < .001
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Emotional Effects
41.3

Been hurt or made to feel sad about something that was said or
done online

37

31.9

Been scared or worried about something that was said or done
online

33.6
UK

SA
27.7

Did not want to go to school on some days due to something said or
done online

22.7

0

10

20

30

40

50

Sadness and
Depression

“I was crying every day because of what they said and
they were in my class”
“I wanted to die, I cried and cried and cried”

Low self-esteem

“It made me feel less than what I am, useless, ugly,
unwanted, unloved, hated, stupid, angry, like I was
nothing”
“It made me feel bad about myself and worthless”

Rejection and
isolation

“It makes you feel hopeless and alone”
“It made me feel as though I did not belong in the world
anymore”

Thoughts of suicide
and self-harm
behaviours

“I felt like cutting myself, lying in the middle of the road
and dying”
“It made me feel like I should do what they told me to do
and kill myself”
“It made me think I did not deserve or want to live life
anymore”
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Cyber Perpetration
Called someone a hurtful name or sent a hurtful or rude comment,
message, email etc.

41.1

Put up a picture to embarrass someone online

15.3

Forwarded, shared or posted private messages from others so others
could see them

31.2

***

17.8
21.8

Spread rumours or gossip about someone online

UK

9.1
11.1

Threatened someone via email, texts, messages, calls etc.

SA

7.7
9.1

Posted comments or questions to hurt or embarrass someone
Impersonated someone through a fake profile or by accessing their
account without their permission

7.6

0

* = p < .05; ** = p < .01, *** = p < .001
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19.2
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Role in Cyberaggression
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Who was told about cyberbullying?
60
52.9

49

50

40

30
23.4

22.1
UK

20

10

SA

15.9
11.4

9.7

7.6

5.5
2.6
0
Nobody

Friend

Parent

Other family member

School personnel
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Gender and Age differences?



Females experienced more
cyberaggression and
cyberbullying.



No gender differences in
cyberaggression or
cyberbullying.

BOTH
• Increased with age, peaking at middle
adolescence.
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Key Findings

Implications



Cyberaggression is very high in
both countries, especially SA.



Children in developing countries
potentially more vulnerable due to
technology developing faster than
knowledge, policy and laws to
address them



Cyberbullying rates at high end of
those reported in other studies
(e.g. meta-analysis of 20-40%),
with serious emotional effects



Important issue and important to
intervene early (mental health and
well-being)



Links between victimisation and
perpetration



Intervene at multiple roles not just
as victims (which is the current
focus)



Peak at middle adolescence (1415 years)



Particular focus for intervention
efforts?
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The Information-MotivationBehavioural Skills (IMB) model
Information
(About cyberaggression,
cyberbullying and its
effects)

Behavioural
Skills
(Practical knowledge, skills and
self-confidence to alter
behaviours)

Behaviour
Change
(Safer online practices)

Motivation
(Personal and Social
motivation to increase
online risk perception)

Adapted from Fisher & Fisher (1992)

Sample: n = 177 females, aged 13-16 years (grades 8, 9 and 10)

Initial Baseline Questionnaire
What behaviours
to address?
Collection of anonymous survey data from adolescents about their online risk perceptions and
experiences of cyberaggression and cyberbullying

Development of Tailored Intervention

Goal: To increase
online risk
perception

Using data from the baseline questionnaire to develop an intervention that addresses the key
components involved in behavior change, namely, information, motivation and behavioral skills

Control

Evaluate intervention
(risk perception
measure)

Intervention

Deliver Intervention

Interventions take place in small group workshops, with adolescents being central to the process and
driving the discussions

Address key
components of
the IMB model

Information

Motivation

Behavioural
Skills

• Positive and negative aspects of the internet
• Presentation of self-reported risk behaviors (key
issues)
• Why some behaviors are risky (examples in the media,
current research etc.)

• Potential consequences and effects on victims,
perpetrators and witnesses
• Reflecting on why bystander action is important
• Ideas around internet etiquette (‘netiquette’)
• Building social motivation (peer norms and peer
support)

• Taking ownership of online safety: Practical skills and
building resilience
• Problem-solving: Reflecting on solutions and strategies
• Available resources support help-seeking and
reporting within the school and external sources
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Initial Results
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Way Forward


Initial results are promising!




Short-term aims: Further intervention research







Shows utility of IMB model in online safety efforts
Larger-scale in UK
Males
Other age groups
Measuring behavioural change directly

Long-term aims: Engage with schools and parents







Teacher training and building self-efficacy among teachers
Collaboration between schools and parents
Enhancing parental mediation strategies
Engaging external support networks
Policies and educational media campaigns

Figure by: Johnson & Puplampu (2008), Johnson (2010a, 2010b, 2010c, 2011).
Reproduced with permission from the authors.
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Thank you!
Dr. Maša Popovac
masa.popovac@buckingham.ac.uk
@Masa_Pop_

